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1. Introduction
‘Quis custodiet ipsos custodes?”’

This fundamental philosophical puzzle of Western political thought, first put for-
ward by Roman poet Juvenal, currently seems more topical than ever before. Public and
private surveillance has increased in recent years due to better technological develop-
ment and IT devices. New methods of surveillance have also been created in response to
the new kinds of security threats faced by postmodern societies (Beck 1992), such as
terrorism, cyber-terrorism and espionage and the development and deployment of nu-
clear and biological weapons.?

These threats are very complex, sophisticated and they are not temporally, spa-
tially and socially circumscribed (Beck 1992, Mansfeldova and Guasti 2013: 6). Similarly,
methods of public monitoring are more efficient than in the past and they do not re-
spect state, cultural or socio-political boundaries. Therefore, surveillance itself is dan-
gerous. Despite its obvious successes and benefits in strengthening security, it poses a
threat to people’s privacy, dignity and even health (Davies and Silver 2004, Cavallaro
2008). David Lyon coined a new term to capture these latest changes in modern socie-
ties - in his view we live in ‘surveillance societies’:

‘It is not just that CCTV may capture our image several hundred times a day, that check-

out clerks want to see our loyalty cards in the supermarket or that we need a coded ac-

cess card to get into the office in the morning. It is that these systems represent a basic,

complex infrastructure which assumes that gathering and processing personal data is vi-

tal to contemporary living. Surveillance is part of the way we run the world in the twen-

ty-first century.’ (Lyon 2008: 1)

Lyon has pointed out that in postmodern society people cannot live without leav-
ing a digital footprint (ibid). All the electronic devices, communication technologies and
other facilities we use for our comfort and security, such as credit cards, smart phones,
laptops, CCTV cameras, security frames etc., are potential tools of surveillance (Lyon
2008, Koubsky 2013). Likewise, people voluntarily give up their privacy by sharing pri-
vate information through social networks such as Facebook or Twitter (Urban 2013).
Moreover, citizens are for the most part not fully aware of the fact that their personal
data are being used as important sources of information for marketing agencies, political
parties, business corporations, health concerns and even for secret intelligence services.

The secret services ended up at the centre of world-media attention in June 2013
after whistleblower Edward Snowden, a former employee of the National Security Agen-
cy (NSA) and the CIA, revealed secret information about the US surveillance cyber-
programme ‘PRISM’ and British ‘Tempora’. According to his information, the national se-
curity services of these countries monitor almost all Internet communication (BBC News
2013, Napravnik 2013). The scope of this monitoring was alarming. Snowden revealed
that British and American secret services did not respect the state boundaries and daily
monitored approximately 39 billion records worldwide (Urban 2013). Snowden s report is
relevant to the Czech Republic because we can suppose that Czech citizens could have
been monitored (although there have been no confirmations of this) while more than

' English translation: Who Watches the Watchmen?

2 Risk literature (Beck 1992, Mazur 2006, Mansfeldovd and Guasti 2013) also mentions other kinds of
threats, for example, global environmental problems (such as global warming, rain forest destruction,
ozone depletion, environmental accidents); health risks (nuclear radiation, genetically modified food) or
financial risks (financial crisis and increasing income inequality and poverty). Although these threats are
very alarming they are not relevant for the aim of the report.



half a billion e-mails, phone calls and cell phone text messages were being monitored
every month in neighbouring Germany (ibid). Cyber-analyst and journalist Petr Koubsky
claims that Snowden s revelation did not surprise the people working with digital tech-
nologies. According to him, the fact that influential secret services have been monitor-
ing Internet traffic used to be a public secret for many years (Koubsky 2013). Whistle-
blower Snowden just provided evidence for these suspicions and rumours. Nevertheless,
Snowden s information has not been completely confirmed by the American or British
governments and the question remains how many of his revelations are true.

Discussing Snowden s revelations, newspapers often referred to the Stuxnet com-
puter virus, which was discovered in 2010. The virus, which mainly targeted critical in-
frastructure in Iran and other countries, was developed by the United States and Israel.
Fortunately, no cyber-attack by Stuxnet has been reported in the Czech Republic. Nev-
ertheless, the Ministry of Foreign Affairs of the Czech Republic has pointed out that the
growing dependence on information and communications technologies increases the vul-
nerability of the Czech Republic and its citizens to future cyber-attacks.

Other forms of surveillance that warrant mention include the installation of CCTV?
cameras, which has been sharply increasing worldwide in recent years. For example, ‘in
London, the average citizen is caught on CCTV cameras 300 times a day, and in the
United Kingdom alone there are more than 4 million CCTV cameras’ (Cavallaro 2007:
166). The main purpose of camera installation is to increase security and prevent crime.
Nevertheless, their negative aspects are often ignored. Despite their obvious advantages
in the fight against crime, CCTV cameras could also be a risk to our privacy. Firstly, citi-
zens for the most part do not realise that they are being monitored and do not know the
purpose of the monitoring (Granick 2006). Secondly, there is the matter of the storage
of such data and the potential threat of these records being misused.

New methods of public monitoring have also been introduced in civil aviation as a
defence against terrorist attacks (especially after the terrorist attacks of 11 September
2001) and against smuggling and human trafficking (Ministry of the Interior of the Czech
Republic). In order to prevent these illegal acts, many kinds of security regulation* have
been implemented in airports. One of the most controversial security tools is the3D body
scanner, which is ‘a human-sized booth meant to take multiple three dimensional imag-
es of the body to detect body fat and overall dimensions’ (wiseGeek 2013). Despite its
obvious advantages for detecting metallic and non-metallic objects that could be hidden
under clothing, there have disadvantages to them as well. They can, for example, in-
crease the risk of cancer and may represent an intrusion on human dignity and privacy.
Like CCTV cameras, the problems of data storage and the misuse of records could arise.

The above-mentioned (1) Stuxnet computer virus, (2) CCTV cameras, and (3) 3D
body scanners are self-standing issues of high relevance in the debate about security and
the negative aspects of public monitoring. Furthermore, they have recently been dis-
cussed in the Czech and international press. For these reasons, they have been selected
for analysis in this report. The aim of the analysis is to describe the overall media per-
ception and coverage of security topics and various aspects of surveillance in the Czech
Republic. The research focuses on the media perception of security issues because the
media are one of the key actors in secondary socialisation (McNair 2004, Burton and
Jirak 2003). They shape people s opinions and attitudes to security threats and risk per-

3 The abbreviation CCTV means ‘closed circuit television system’.

* For example, body metal detectors, X-ray machine belt conveyors and the prohibition of objects capable
of causing injury or liquids and gels from being brought on board planes by passengers (unless the liquids
are placed in a special plastic bag) (Prague Airport Vaclav Havel 2013).



ception and they introduce new issues into the public debate and influence the form of
this debate, which is called ‘agenda setting’ (McCombs 2004).

Therefore, the aim of this report is to examine how the most influential Czech
left- and right-leaning newspapers have reported on these security issues and how they
set the security agenda and moderate the ‘security-privacy’ debate in the Czech Repub-
lic using the example of CCTV cameras, Stuxnet and 3D body scanners. For this purpose,
an analysis is made of articles published from 1 January 2010 to 30 April 2013 in the
most influential left-oriented daily paper Prdvo (Right) and MF DNES (Young Front To-
day), which is the most popular Czech right-leaning daily newspaper. The report focuses
on the left-right political division in the press because the aim is to cover the plurality
of opinions and ideas on both sides of the political spectrum and to show the plasticity
of the debate about security-related issues in the Czech Republic.

To achieve these goals, | describe the overall media perception of Stuxnet, CCTV
cameras and 3D body scanners in three steps. First, | study how often the media report-
ed on these topics and which topic was the most interesting for them. Second, | analyse
the differences and the similarities between the information and the evaluations in the
articles published on the three selected issues in the left- and right-leaning papers. | will
focus on the proponents and opponents of freedom and privacy as well as on those who
favour security and monitoring. Third, in order to draw general conclusions | establish a
broader context for our topics with respect to the political situation in the Czech Repub-
lic.

The first chapter describes the main characteristics of the Czech media land-
scape, with a particular focus on the printed press, and the level of media freedom in
the Czech Republic, the characteristics of the main Czech newspapers, and their owner-
ship structure and political affiliation. The second chapter deals with the methodology
of the report. | focus on the process of obtaining articles, article distribution in 2010-
2013 and the creation of a final sample, and | further describe the methods used in my
analysis. The last chapter provides a descriptive analysis. Attention is paid to the domi-
nant actors, topics, argumentation strategies, directions of argument and justifications,
as well as an analysis of general tendencies. In the conclusions, | summarise the main
findings.

The ‘freedom-security’ dilemma is better studied from the wider international
perspective because in this way we can frame our findings in the broader political, cul-
tural and socioeconomics contexts. Therefore, it is beneficial that this report was writ-
ten within the international research project SECONOMICS ‘Socio-Economics Meets Secu-
rity’. The goal of SECONOMICS is to link socio-economics and security methods in order
to generate precise, actionable knowledge that can be used to strengthen transport and
critical infrastructure security (SECONOMICS 2013a). Within this project, the ‘Prague
Graduate School in Comparative Qualitative Analysis’ was organised from 13 to 18 May
2013. The graduate school focused on international, comparative, qualitative media re-
search on various aspects of surveillance and its media coverage (SECONOMICS 2013b,
Mansfeldova and Guasti 2013).

The outcome of this summer school is a set of national reports covering this top-
ic in the newspapers of 10 European countries and Mexico. The Czech Republic is one of
the countries included in this comparative research. According to Mansfeldova and
Gausti, classical risk perception literature deals insufficiently with cross-country and
temporal differences in aspects of surveillance and relevant secondary data regarding
these issues are not available (Mansfeldova, Guasti 2013: 53). Another aim of this report
is to fill in this gap and to generate data for the Czech Republic not only for the purpos-
es of the SECONOMICS project but also for further research on these issues.



2. The media landscape in the Czech Republic

2.1. An overview and short history of the most influential
Czech media

The Czech media landscape is very heterogeneous with a long tradition of inde-
pendent journalism which dates back to the 19" century.® The period of the First Czech-
oslovak Republic (1918-1938) was constitutive in terms of Czech media history.® This
flourishing tradition of independent journalism was interrupted by the Second World War
and by the communist era (1948-1989), when only exile media’ were able to provide in-
dependent information (Biriczova 2012, Osvaldova, Halada 2002).

After the so-called Velvet Revolution in 1989, the Czech media landscape started
to transform. The state and former communist media Rudé Prdvo (Red Right) and Mladad
Fronta (Young Front) were privatised. In 1989, the most influential communist daily Ru-
dé Prdvo was privatised and renamed Prdvo (Right). Currently, the daily Pravo (with its
circulation of 171,053 and an estimated readership of 377,000) is the most influential
left-wing broadsheet in the Czech Republic. In 1990, Mladd fronta, a paper that be-
longed to the SSM (Union of Socialist Youth), was privatised and renamed Mladad Fronta
Dnes (Young Front Today). The new daily was initially run by former employees of Mladad
Fronta (Vildova 2005). Currently, MF DNES is the most popular Czech right-leaning
broadsheet with a circulation of 266,808 and an estimated readership of 804,000 people
per day (Publishers Union 2013, Media Project 2013).

Since the Velvet Revolution, many new media titles have emerged, such as the
magazines Reflex, Respekt (Respect), Instinkt (Instinct) and the newspaper Hospoddrské
noviny (Economic News). The respected daily Lidové noviny (the People’s Paper)s was
also revived (Eurotopics 2013, Biriczova 2012). Lidové noviny tries to target educated
middle- and upper-class readers and continue the intellectual tradition of the First Re-
public. In particular the Saturday supplement ‘Orientace’ (Orientation) provides quality
texts, analyses and essays. Nevertheless, the circulation of Lidové noviny is rather low
(see Table 1). The political orientation of Lidové noviny is centrist or centre-right.

The most popular Czech newspaper is the tabloid Blesk, which has a circulation of
413,652 and an estimated average daily readership of 1,223,000 people which is almost
twice that of the most popular Czech broadsheet Mladd Fronta Dnes (Publishers Union
2013, Media Project 2013). Blesk focuses on tabloid topics from show business, politics,
sport and crime. There is currently a great variety of press in the Czech Republic. In

> Josef Kajetan Tyl, writing for Kvéty (Flowers), Karel Havli¢ek Borovsky for Prazské noviny (Prague News-
paper) and Slovan (Slav), and Jan Neruda for Ndrodni listy (National Newspaper) were among the most
important journalists in the era when the Czech lands were part of the Austrian Empire (since 1867, Aus-
tro-Hungarian) (Osvaldova, Halada 2002).

¢ Lidové noviny (People’s Paper) and revue Pritomnost (Present) were the most influential periodicals of
that era.

" The most respected exile media were radio Svobodna Evropa (Radio Free Europe) in Washington and Mu-
nich, Listy (Papers) published by Jiri Pelikan in Rome, Svédectvi (Testimony) published by Pavel Tigrid in
Paris.

8 Lidové noviny is the oldest Czech daily paper, launched in 1893 in Brno. Until 1938, Lidové noviny was a
very respected and influential newspaper where many prominent figures in Czech cultural life worked,
such as writers Karel Capek, Karel Polacek, Eduard Bass and Ferdinand Peroutka (Osvaldova, Halada 2002).
Lidové noviny was renamed after the Second World War and was shut down in 1952. In 1990, this paper
started to be published officially again (Pernes 1993).
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2012, there were 1,381 printed titles, including 110 daily papers, 117 weekly papers.
The remaining (1,271) newspapers were published less often than weekly in 2012. In the
Czech Republic, 3,647 magazines were published (1,962 for the general public and 1,685
were specialised) including 110 magazines in the English language (The National Infor-
mation and Consulting Centre for Culture 2013: 11).

In the television and radio market, a so-called ‘dual system’, which is the combi-
nation of private and public media, was introduced. In the Czech Republic there are re-
spected public service media, Ceska televize (Czech Television) and Cesky rozhlas
(Czech Radio) and these are controlled by the Council for Radio and Television Broad-
casting. A problem for the independence of the Council can arise since its members are
nominated by political parties approved by Parliament, and this enables the formation
of links between the media and politics (Guasti and Mansfeldova 2012).

Other big changes for the Czech television and media market have been the emer-
gence of digital media and the rapid spread of the Internet particularly after the year
2000. Digital media support competition and they changed the Czech media market by
allowing new television broadcasters to enter the market. There are currently 6 national
digital television broadcasters and more than 50 local and specialised ones in the Czech
Republic (96uasti and Mansfeldova 2012, The Council for Radio and Television Broadcast-
ing 2013).

According to the Internet World Stats from October 2012, there are 7,426,376 In-
ternet users in the Czech Republic, which is equal to 73% of the population (Internet
World Stats 2012, New Media Trend Watch 2013). The Internet is particularly popular
among the young generation; for example, 98% of students have Internet access com-
pared to the 20% of pensioners online (New Media Trend Watch 2013). The traditional
press have partially moved online, there are online versions of all the main Czech dai-
lies.'® Nevertheless, Czech citizens did not stop reading traditional newspapers, although
a certain decline in newspaper readership has recently been reported. Table 1 shows
that newspaper circulation and readership are still relatively high in the Czech Republic
(Publishers Union 2013, Media Project 2013).

Table 1: Top nine daily newspapers in the Czech Republic

Namg n Name in Circulation rate Political affiliation
English Czech
2008 2009 2010 2011 2012
1 YOUTT‘Og dz;""t MF Dnes 365815 | 330280 | 291415 | 304737 | 266808 right
2 Right Pravo 198295 192957 184910 177650 171053 left
3 Feonomic Hospodarske | s4ce0 | 73070 | 60934 | 58216 | 53400 right
ews noviny
People’s o . .
4 Paper Lidové noviny | 105843 93272 79035 73729 60657 centre-right
Hello News- B} . not avail- | not avail- | not avail- | not avail- | not avail-
5 Halé Noviny extreme left
paper able able able able able
6 Daily[The Denik 386657 | 323862 | 287294 | 263668 | 236567 | resional newspaper
Journal] centrist
7 Flash Blesk 569369 534017 500544 473424 413652 tabloid: right

° Complete information about radio and television broadcasters is available on the webpage of the Czech
Council for Radio and Television Broadcasting (see Literature).

' MF DNES runs the online news server iDNES.cz, Lidové noviny runs server Lidovky.cz, Prdvo owns
Novinky.cz and Hospoddrské noviny has iHned.cz.

11



tabloid: right-

8 Aha Aha 167941 161072 148069 142924 118838 -
centrist

9 Sport Sport 85665 79883 77227 67283 61814 none: sport news

Sources: created by the author, ABC CR - Kancelar ovérovani nakladu tisku [ABC CR - Audit Bureau of Cir-
culations Czech Republic], Unie vydavatelt [Publishers Union].

2.2. Trust in media and political affiliation of the press

Czech people tend to trust the media more than other institutions and consider
them an important source of information (CVVM 2013). According to a study by the CCYM
(Public Opinion Research Centre) in October 2012, 71% of Czech citizens interviewed
generally expressed confidence in the media. By contrast, just one-third of the Czech
population trusts religious institutions, banks, or trade unions (CVVM 2013). On the other
hand, a decline in media trust was reported in the spring 2013, when 58% of respondents
expressed confidence in the radio, 51% in TV and just 42% of respondents indicated trust
in the newspapers (CVVM 2013).

Currently, all the main Czech dailies declare themselves to be politically inde-
pendent and not affiliated with any political party. The Communist Halé noviny'' (Hello
Newspaper) is the only exception. Hald noviny, founded in 1991, is a strongly left-wing
Czech paper with ideological links to the Communist Party of Bohemia and Moravia
(KSCM). Hald noviny considers itself ‘the only left-wing Czech daily’ (Halé noviny 2013).
In fact, it presents extreme left-wing, anti-capitalist and anti-European Union opinions.
The Czech public service media, Ceska televize (CT) and Cesky rozhlas (CRo), even re-
fuse to cite or in any way use Hald noviny as a source of information because of its ex-
tremist content (iDNES 2010).

In the Czech Republic, the absence of an open political affiliation is often con-
strued as signifying objectivity and balance. Nevertheless, this may be dubious way of
looking at things. A strong tradition of political (albeit good quality) presses has existed
since the start of modern Czech journalism in the 19th century (Osvaldova, Halada 2002,
Urban 1982)."? Although nowadays there are no overt political affiliations, there is still a
division in the press between the right-leaning tabloids Blesk and Aha, the broadsheets
MF DNES and Hospoddrské noviny, the centrist Lidové noviny, the left-leaning Prdvo'
and the far left Haloé noviny. In my opinion, it is better when readers know the basic po-
litical orientation of the papers and journalists'* than when the papers pretend an im-
partiality that is not entirely possible.

" Halé noviny is published by Futura company (Halé noviny 2013). Circulation data are unfortunately not
available.

'2 Ndrodni listy (National Papers) - the most influential Czech newspaper in the 19 century - was owned
by political parties. First it was owned by the conservative Narodni strana or so-called Starocesi (National
Party so called Old-Czechs), and from 1863 it was owned by the liberal Narodni strany svobomyslna or so-
called Mladocesi (Free National Party or so-called Young-Czechs). Until the Second World War, each signif-
icant political party owned its own political paper (Osvaldova, Halada 2002, Urban 1982).

3 Prdvo is a moderate left-wing paper focused on social issues and ideologically close to the Czech Social
Democratic Party (CSSD) (The press in the Czech Republic 2005).

"t is important particularly in the commentary and columns sections of daily papers.
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2.3. Ownership structure and degree of media freedom

The degree of media freedom in the Czech Republic is considered to be high.
Freedom of speech and the press, the right to information as to the prohibition of cen-
sorship are guaranteed under the Charter of Fundamental Rights and Freedoms, which is
part of the Czech constitutional order (Charter of Fundamental Rights and Freedoms
1993).

Czech journalism also has a relatively good reputation worldwide. According to the
Press Freedom Index," media in the Czech Republic are in good condition. The Czech
Republic scored 10.17 on a scale from zero to 100, where 100 is the lowest score. The
Czech Republic ranked in 16" place, above Germany, and below Ireland in 15" place.
However, the Czech ranking deteriorated by two ranks from 14 in 2012 to 16 in 2013
(Press Freedom Index 2013). According to the Freedom of the Press 2013 report pub-
lished by Freedom House, media in the Czech Republic, which ranks 27" are assessed as
free. The Czech Republic placed with a rating of 19 points above Canada and after the
Bahamas. The Czech media rank second among the countries of Central and Eastern Eu-
rope, after Estonia, which has a rating of 16 (Freedom of the Press 2013).

Although the Czech media are considered to be free and relatively independent,
two important factors influencing the scale of press indecency should not be ignored: (1)
the ownership structure and (2) political pressures. Media owners, especially if they
have strong political or business ambitions, may try to influence newspapers according
to their own interests. These interventions may be either direct or indirect; and self-
censorship can also occur in the newsrooms (Machacek 2013). The media can becomes a
‘subsidized power instrument for their wealthy owners. ... It is associated with an edito-
rial mix in which all coverage is cast as entertainment, trivializing the news and distract-
ing viewers from key issues’ (Hunter 2011: 16). This process is called the ‘Berlusconisa-
tion’ of the media after Italian politician and media tycoon Silvio Berlusconi (ibid). In
the Czech Republic, links have been reported between business groups, political elites
and the media (Rybkova and Rihackova 2013). This interdependency is problematic if the
media are to fulfil their role as the watchdog of democracy.

German and Swiss companies began entering the Czech media market in the mid-
1990s. The German holding company RBDV (Rheinisch-Bergische Druckerei- und Verlags-
gesellschaft)'® bought MAFRA media group in 1994. MAFRA publishes the newspapers MF
DNES and Lidové noviny, the free daily Metro, the online news servers iDNES.cz, Lidov-
ky.cz, and many other titles (Mafra 2013). An influential publishing house specialising in
the regional press is the German Vltava-Labe-Press. This company, which publishes 71
regional dailies and 23 regional weeklies, is owned by the German media concern Ver-
lagsgruppe Passau'’ (Vltava-Labe-Press 2013). Since 2010, the German-Swiss publishing
group Ringier Axel Springer Media AG has owned the biggest publishing house in the
Czech Republic,'® Ringier Axel Springer CZ, which publishes the tabloids Blesk and Aha”,
the sports paper Sport, and the weekly magazine Reflex (Ringier Axel Springer CZ 2013).
For German publishers, media ownership was a matter of profit and a business strategy.
No major attempts to influence press content were reported.

> The Index is published by the organisation Reporters without Borders and it examines media freedom
worldwide.

'® This company also publishes the German newspaper Rheinische Post.

"7 Verlagsgruppe Passau holds an 80% share in Vltava-Labe-Press and publishes German regional newspaper
Passauer Neue Presse as well.

'8 Ringier Axel Springer CZ owns more than a 36% share of the Czech media market.
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In Reflex, journalist Jan Machacek described his experience with the German own-
ers of MF DNES where he worked in the 1990s (Machacek 2013): ‘The German owners
had a purely financial relationship to the newspaper. They were interested in whether
Karel Gott' came to the corporate party, if there was enough information about Karel
Gott in Thursday's magazine, and if Vaclav Klaus came to open a new building. End of
story.’?® (Machacek 2013)

While the right-leaning and centrist media had foreign owners, the left-leaning
press was run by Czech publishers. The most influential left-leaning paper Pravo is
owned and published by Borgis, a Czech company, whose main owner and editor is the
editor-in-chief of Prdvo Zdenék Porybny. He holds more than 90% of shares in Borgis and
is the longest-reigning editor-in-chief in the Czech press*' (The press in the Czech Re-
public 2005, Mediar.cz 2013). The far-left Halo noviny is published by a company called
Futura (Halé noviny 2013).

In the second half of the 2000s, the most important right-leaning print media re-
turned to Czech hands. Nevertheless, concerns regarding the press’s independence were
raised in connection with these new Czech media owners, particularly Zdenék Bakala
and Andrej Babi$. Coal baron Zdénék Bakala owns the publishing house Economia,?
which publishes Hospoddrské noviny and the magazines Respekt and Ekonom (Econo-
mist). Bakala has links to political elites. In the 2010 Parliamentary elections he gave fi-
nancial support to three centre-right political parties: ODS (Civic Democratic Party), TOP
09 (Tradition-Responsibility-Prosperity 09) and VV (Public Affairs) (Rybkova and Rihacko-
va 2013).

Zdenék Bakala bought Respekt from businessman and politician Karel Schwarzen-
berg who owned this paper from 1996 to 2006. Although, there were no mentions of any
attempts by Schwarzenberg to influence the content of Respekt it can be considered a
clash of interest if an active politician®® owns a weekly paper. Respekt openly supported
Schwarzenberg in his president’s campaign in 2013 (Rybkova and Rihackova 2013); it
should be noted, though, that Schwarzenberg did not own Respekt at that time. Regard-
less of its ownership structure, Respekt is considered to be a very good investigative pe-
riodical that provides quality and independent journalism.

Andrej Babis, who is the second richest Czech citizen and the owner of AGROFERT,
the largest Czechoslovak agricultural, food and chemical company, entered the Czech
media market in June 2013 when he bought MAFRA media group (Krizova 2013, MAFRA
2013). This purchase can be seen as controversial considering Babis’s high political aspi-
rations. He is the leader of the political party ANO 2011 (YES 2011) which ran in the Par-
liamentary elections in autumn 2013 (ANO2011 2013). There are concerns that the pur-
chase of MAFRA, which publishes the two important dailies MF DNES and Lidové noviny,
was not purely a business investment. These papers could be a potential tool for shaping
public opinion in favour of Babis s political interests. Politicians for whom Andrej Babis
is a political competitor in particular expressed very critical opinions on this topic. Ac-

"9 Author’s note: Karel Gott is a Czech singer who is very popular in Germany and Austria as well.

2 The original quote in Czech: ‘Némecti majitelé méli k podniku ¢isté Gcetni vztah a pak je zajimalo,
jestli na firemni vecirek prijde Karel Gott, jestli je dost Karla Gotta ve ctvrtecnim magazinu a jestli prijde
Vaclav Klaus otevirat novou budovu. Tecka.’

2! He has been in this position since 1990.

22 He holds an 88% share in Economia.

2 While the owner of Respekt, Karel Schwarzenberg unsuccessfully ran for the Senate Election in 2002. In
2004, he was elected to the Senate in Prague 4. After he sold Respekt, he became Minister of Foreign Af-
fairs of the Czech Republic in 2008 and again in 2010. In 2009 he co-founded the right-wing party TOP-09
and became its chairman. In 2013, he unsuccessfully ran for President (Karel Schwarzenberg - Official
Website of Member of Parliament 2013).
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cording to Jifi Gazdik, a right-wing MP for TOP 09, Babis’s purchase of MAFRA: ‘creates
a dangerous link between the media business and the political ambitions of Andrej Ba-
bis. The newspaper MF Dnes and its online version iDnes are important players who are
able to influence public opinion. We will closely monitor the risk of influencing the elec-
tion campaign in favour of his movement ANO 2011’%* (KFizkova 2013).

Nevertheless, it is very difficult to judge in advance what the purchase of MAFRA
really means for the independence of the most popular Czech right-wing paper MF DNES
and other of MAFRA s titles. A small scandal that happened almost immediately after his
purchase of MAFRA could signal Babis s future behaviour in the media. Despite his public
assurances that he will not try to influence newspaper content, Andrej Babis complained
to a journalist at Lidové noviny for having reported poorly on a press conference of his
movement[party] ANO 2011. The conflict was publicised and Babis apologised for his be-
haviour (Lidovky.cz 2013). Despite his apology this scandal shows that fears about press
freedom could be legitimate.

There also exist concerns of growing populism and empathising more with security
over freedom, for example, regarding Babis s business activities in AGROFERT. He sharp-
ly criticised his Polish food producing competitors for the bad quality of their products
which could have a dangerous impact on people’s health (Kurfirtova 2013). Neverthe-
less, his was not the lone critical voice and his arguments may be partly justified. He
could use his media titles to promote his business activities and to criticise his (not only
Polish) competitors by pointing to the aspect of food security.

2.4. The ‘Muzzle Law’ and investigative journalism

Not only business but also political attempts to regulate freedom of the press have
appeared in the Czech Republic. In this respect, the so-called ‘Muzzle Law’ introduced
in 2009 should be mentioned. This law ordered journalists to reveal their sources of in-
formation and banned the publication of any information acquired from police wiretap-
ping (Guasti and Mansfeldova 2012, Novak 2012). The ‘“Muzzle Llaw’ also restricts the
publishing of the names of children during judicial proceedings and permits prosecutor
only to inform the media about preparatory criminal proceedings (Novak 2012). The pun-
ishment for breaking this law was a fine of up to 5 million Czech crowns or five years in
prison (iDnes.cz 2011).

The ‘Muzzle Law’ was strongly criticised. Czech and foreign media organisations,
such as the Syndikat novinadft (Syndicate of Journalists)” and the European Newspapers
Publishers’ Association as well as the Council of Europe, the OSCE (Organization for Se-
curity and Co-operation in Europe) and even the European Parliament protested against
this law (iDnes.cz 2011). In response to this criticism, an amendment mitigating the
‘Muzzle Law’ was passed in 2011. According to the amendment, newspapers can publish
the information from police wiretapes if it is of public interest, for example, information
about political corruption. This amendment is based on the premise that public interest
takes precedence over the rights of privacy of the person to whom the information per-
tains to. However, some politicians complain about this increased transparency. (Guasti
and Mansfeldova 2014: 5)

24 The original quote in Czech: ‘Vznikd zde nebezpeéné propojeni medidlniho byznysu a politickych ambici
Andreje Babise. MF Dnes, Lidové noviny a iDnes jsou duleZiti hraci, schopni ovlivnit vefejné minéni.
Budeme bedlivé sledovat riziko ovlivnéni kampané pred volbami ve prospéch jeho hnuti ANO 2011.’

25 Syndikat novinarl (Syndicate of Journalists) is the biggest and the most influential organisation of jour-
nalists in the Czech Republic.
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Regardless of the revisited ‘Muzzle Law’, Czech investigative journalism uncovers
important corruption causes, criminal delicts and links between politics and business
(Guasti and Mansfeldova). It revealed corruption at Prague City Hall regarding the multi-
functional card Opencard as well as the issue of questionable public tenders in Prague
and the scandal of the suspected acquisition of titles and plagiarism at the Faculty of
Law of the University of West Bohemia in Pilsen. One of the most important cases of
Czech investigative journalism was the scandal regarding former Social Democratic
Prime Minister Stanislav Gross in 2005. MF DNES published information about the lack of
transparency surrounding how Gross acquired enough money to purchase a new apart-
ment and the questionable business activities of Gross’s wife. Stanislav Gross was not
able to adequately explain these uncertainties which led to his resignation (Budai 2012).

Time and money are two essential preconditions of good investigative journalism.
This kind of media work refers to long-term investigative work on a topical issue, when
journalists try to uncover information of public interest (Orsag 2007). Nevertheless, new
obstacles to investigative journalism have appeared in connection with the rapid spread
of the Internet and new media. On the one hand, work in the media has been simplified
by technological developments. Journalists can self-edit and publish their articles online
with multimedia links in real time. This has made journalism more effective and quicker
than ever before. On the other hand, new problems have arisen regarding the verifica-
tion of information and reductions in the investment in newsgathering (Osvaldova and
Halada 2002, Rybkova and Rihackova 2013). Eva Rybkova and Véra Rihackova identified a
problem where:

‘...employers have not accounted for the additional burden that digital tools of
production have placed on journalists in terms of: filtering and verifying the vast array
of sources now available; moderating user-generated content (UGC); and acquiring new
skills in areas such as data visualisation. ... The result has been the growth of “Google
journalism” and an accompanying decline in news stories based on primary sources and
original newsgathering.’ (Rybkova and Rihackova 2013: 7)
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3. Methodology

This chapter is concerned with the methodology of the report as well as the
broader research context and the selection of the final sample. As mentioned in the in-
troduction, this report is focused on the media coverage and perception of CCTV camer-
as, the Stuxnet computer virus, 3D body scanners and related aspects of public monitor-
ing[surveillance], such as the dilemma between security, privacy and personal dignity.
For this purpose, | selected national broadsheets from both sides of the political spec-
trum - the left-leaning Prdvo and the right-leaning MF DNES.

This report is a contribution to the international research project SECONOMICS,
which deals with the socio-economic aspects of security (SECONOMICS 2013a). Together
with 10 other deliverables, this national report maps the media coverage of security
threats in selected European countries and Mexico. In a previous phase of the SECONOM-
ICS project the following security case studies were carried out: (1) Anatolus’s Airport
infrastructure, (2) the UK’s National Power Grid, (3) Barcelona public transport (ibid).
The three selected security issues are connected to these SECONOMICS case studies: 3D
body scanners are related to the airport case studies, CCTV cameras refer to the public
transport study, and Stuxnet is connected with a case study of the UK’s National Power
Grid. These links could be important for the future phase of the SECONOMICS project
because the qualitative data generated within the set of 10 national reports could be a
useful tool of internal validation of the results of the above-mentioned SECONOMICS
case studies. Nevertheless, this is a task for future studies and not the aim of this re-
port.

To find out how these two most influential Czech newspapers reported on security
topics, a comparative qualitative analysis (CQA) of media content was used. This kind of
analysis was chosen, despite its limitations,? because it provides us with an in-depth
look and detailed description of the issue in its causal complexity. In contrast to quanti-
tative methods, a CQA can work without substantial data reduction (Hendl 2008, Rihoux
2009). As a tool of analysis, the computer-assisted qualitative software Atlas.ti was
used, which is an easy, speedy and reliable method of data processing and visualisation
that is able to work with an unlimited amount of qualitative data (Konopasek 2007, Ri-
houx 2009).

The time period and amount of data analysed were limited for comparative pur-
poses, which means that only a sample of 40 articles published between 1 January 2010
and 30 April 2013 were analysed.?” The process of creating the final sample is described
in the following subchapters. All the articles were carefully read in order to find and
mark the relevant quotations. A relevant quotation was each text segment - sentence or
several sentences - that represented one idea about selected security issues and an an-
swer to the question WHO (actor), WHAT (topic), HOW (argumentative strategy), and, if
possible, also WHY (justification). Quotations were further coded according to a coding
scheme.? Each of the selected three security issues had its own coding scheme, which
was the same for all countries covered in this study. Predefined categories from the cod-

%6 Compared to quantitative data, qualitative data are more difficult to generalise, they are not as suita-
ble for testing hypotheses and theories, and the interpretation of data is more susceptible to the re-
searcher s personal bias (Hendl 2008).

7 We should take into account that the distribution of articles in 2013 cannot be fully compared to other
years because data collection stopped on 30 April 2013.

%8 1t was not necessary to use all the categories included in the coding scheme (see Table 1). Nevertheless,
adding the codes ‘actor’, ‘topic’, ‘argumentative strategy’ and ‘direction of argumentation’ was compul-
sory for all quotations.
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ing scheme were used in order to reduce personal bias and subjectivity and to make the
results internationally comparable.? The coding schemes are unique because they were
created by Petra Guasti solely for the purpose of the SECONOMICS project. A set of pre-
tests in April and May 2013, subsequent three inter-coder reliability tests, and a discus-
sion during the Prague Graduate School in Comparative Qualitative Analysis in May 2013
helped to complete and finalise the coding schemes. Table 2 shows the coding scheme
model, which was further modified for each topic of analysis according to its specific
features.

Table 2: Coding scheme model

Pre-defined categories

Actor (who is speaking about the topic)

Topic

a) definitive
Argumentation strategies (the way actors b) evaluative
communicate the topic)

c) advocative

a) positive

Direction of argument (actor s opinion on the b) negative
topic)

c) neutral

Justification (arguments supporting actor’s
opinion)

. a) cooperation
Interaction (between actors) )
b) confrontation

Actor’s origin (country)

a) left-leaning
Political orientation of a paper
b) right-leaning

Country code (newspaper s origin)

Source: created by Petra Guasti and by the author.

3.1. Overall sample

For the purpose of gathering the overall sample, we first established the mention
of CCTV cameras, Stuxnet and 3D body scanners in Prdvo and MF DNES. The previous
chapter presents the characteristics of these most important Czech left- and right-
leaning newspapers. The Czech Media database Anopress IT (Anopress Media Database
2013) was used to find most of the articles (195 articles). The rest of the overall sample
(51 articles) was detected via the internal search engines of Novinky.cz, which is the
online version of Prdvo, idnes.cz, and technet, the online version and online supplement
dealing with cyber technologies in MF DNES, as well as via Google. In total, there were
246 articles for all the topics in the period from 1 January 2010 to 30 April 2013 (see Ta-
ble 25). An overview of all the articles for each month in 2010, 2011, 2012 and up to
April 2013 is presented by newspaper and topic in Tables 26-29 in the Appendix.

2 5o that the given categories could reduce the complexity of the information, quotations were accompa-
nied by a ‘memo’ if it was necessary to explain the meaning of the statement. A memo is a sort of com-
mentary that can contain a description or explanations of codes, researcher’s notes and opinions as well
as other information relevant for the overall context of the quotation (Konopasek 2007).
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Table 2: Total number of articles found for each topic and newspaper 2010-2013

2010 2011 2012 2013 Total

PRAVO: left-leaning newspaper ? bo';jgf o 21 4 ! ! 27
Stuxnet 4 10 11 1 26

ccTv 8 14 13 11 46

MF DNES: right-leaning newspa- 3D bo’;ié/rscan- 14 5 1 1 21
per Stuxnet 2 4 8 0 14

cCcTv 40 33 29 10 112

Total 89 70 63 24 246

Sources: created by the author.

3.2. CCTV cameras

The key words used to search the database and find the articles about CCTV cam-
eras were the Czech terms ‘bezpecnostni kamera/y’ (security camera/s), ‘CCTV kamery’
(CCTV cameras), ‘kamery’ (cameras) and ‘instalace bezpecnostnich kamer’ (installation
of CCTV cameras). Of all three topics the most media coverage was of the CCTV cameras
issue, with a total 159 articles in both dailies. Both papers, Pravo and MF Dnes, paid a
lot of attention to this topic. The right-leaning MF Dnes (with an overall coverage of 112
articles in a selected three-year period) was more focused, whereas the left-leaning
Prdvo published ‘just’ 46 articles during the same period (see Table 2). In MF DNES,
there was relatively stable distribution over time. MF DNES devoted ‘the most space to
this topic in 2010 and then the interest slightly but gradually declined. The decline is
very sharp in 2013, but we must take into account the fact that we stopped gathering
articles on 30 April 2013. The opposite trend is found in the left-leaning daily Prdvo,
where we can gradually observe an increasing interest in CCTV cameras. We can expect
that this continued for the rest of 2013 because we counted 11 articles from 1 January
to 30 April 2013, which is a very large number in just the relatively short period of 5
months. Most of the articles were short and informative. They just briefly described the
installation of CCTV cameras in Czech cities and did not mention any further aspects,
opinions or evaluation. Those articles were released from the final sample because they
were not relevant for the purpose of the analysis.

Figure 1: Distribution of all the articles on CCTV 2010-2013
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Source: created by the author.
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3.3. Stuxnet

The key words for Stuxnet were ‘Stuxnet’, ‘pocitacovy virus Stuxnet’ (computer vi-
rus Stuxnet) and ‘kyberneticky Utok/valka’ (cyber-attack/war). In total, 40 articles con-
cerning the Stuxnet virus were found in both selected Czech dailies Articles on Stuxnet
were the fewest of our three chosen security issues. The time distribution of the articles
is similar for both papers. In October 2010, MF DNES and Pravo paid attention to the is-
sue of the Stuxnet computer virus and its attack on Iran. In the following two years, the
interest in Stuxnet and related topics increased (in Prdvo gradually in 2011-2012 and in
MF DNES more sharply within the same period). During that time both papers reported
on further cyber-attacks, the origin of Stuxnet and about the virus Flame. The interest
peaked in 2012. There is a sharp decline in 2013 when Prdvo reported only once about
the topic related to the cyber-war and MF DNES not at all. If there is no other cyber-
attack or breaking news about this topic in 2013 we could logically expect less media at-
tention.

Figure 2: Distribution of all the articles on Stuxnet 2010-2013
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Source: created by the author.

3.4. 3D body scanners

Articles on body scanners were identified using the following key words: ‘télové

skenery’ (body scanners), ‘3D skenery’ (3D scanners) and ‘svlékaci skenery’ (strip scan-
ners). The last term was used, even though it has negative connotations, but despite this
it was a useful tool for searching the articles. The number and distribution of the arti-
cles on body scanners in the two papers were the most similar of all three topics. There
was a total of 48 articles in both dailies. Slightly more space was devoted to 3D body
scanners in the left-leaning Prdvo, which published 27 articles. Almost all the articles
were relevant for the purpose of analysis because of their informative and analytical
character. Sometimes the articles also contained a journalist’s or expert’s opinion.
The issue of 3D body scanners was the most popular in 2010 in both newspapers, with
Prdvo printing 21 articles and MF DNES 14. This year scanners were introduced in Amer-
ica and some European airports, which provoked passenger complaints and protests (see
the Context Section). Both papers reported on these protests and on the increased risk
of cancer that the scanners could cause. In Figure 3, we can see a sharp decline in the
interest in body scanners after 2010 and 2011. In 2012 and 2013, the coded newspapers
published almost no information about this topic because almost no new information was
available at that time.
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Figure 3: Distribution of articles on 3D body scanners 2010-2013
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3.5. The articles selected for analysis

A sample of 40 articles was selected for further analys from the total number of
246 articles(see Table 3). In both dailies in total 20 articles were selected that dealt
with the issue of CCTV cameras, 9 articles about Stuxnet and 11 articles concerned with
3D body scanners. Looking at the results of the analysis, we should take into account the
disparity in the number of selected articles for each security issue between the left-
leaning Prdvo and the right-leaning MF DNES (see Figure 4). On the other hand, this dis-
parity illustrates well the distribution of articles in the original sample so we can draw
the conclusions from our analysis. In all the cases in the analysis we reported absolute
numbers and not the percentages. An overview of all the selected articles, including
their titles in English and Czech, the author, topic, newspaper, date of publication and
page (if it was reported) is presented in Table 25 in the Appendix.

Table 3: The sample selected from the total number of articles

2010 2011 2012 2013 Total
PRAVO: left-leaning 3D body scanner 3 1 1 1 6
newspaper Stuxnet 1 2 2 1 6
cCcTv 1 2 2 2 7
MF DNES: right-leaning 3D body scanner 2 1 1 1 5
newspaper Stuxnet 1 1 1 0 3
ccTv 4 4 4 1 13
Total 12 11 11 6 40

Source: created by Petra Guasti and by the author.
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Figure 4: Selected articles from Pravo and MF DNES
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4. Context

4.1. Security threats to the Czech Republic

The Ministry of Foreign Affairs of the Czech Republic in its ‘Security Strategy of the
Czech Republic 2011’ identified the following relevant threats to national security:*° (1)
terrorism, (2) the proliferation of weapons of mass destruction, (3) cyber-attacks, (4) in-
stability and regional conflicts in and around the Euro-Atlantic area, (5) the negative as-
pects of international migration, (6) organised crime and corruption, (7) threats to the
operation of critical infrastructure, (8) interruptions to supplies of strategic raw materi-
als or energy, and (9) disasters of natural and anthropogenic provenance and other (Min-
istry of Foreign Affairs of the Czech Republic 2011).

Despite these possible dangers, security-related issues did not dominate the public
debate during the term selected for analysis. The security situation of the Czech Repub-
lic is relatively stable and the threats mentioned in the first paragraph do not directly
endanger Czech territory and the life of its citizens (Ministry of Foreign Affairs of the
Czech Republic 2011, Mansfeldova and Guasti 2013). For example, the threat of terror-
ism, which is highly relevant for many other countries, seems remote in the case of the
Czech Republic, because it has never experienced any terrorist attacks and no prepara-
tion of an attack has been suspected. According to the Ministry of the Interior of the
Czech Republic, the probability of a current terrorist attack in the Czech territory or
against the Czech Republic s interests in foreign countries is rather low.

On internal security, the Czech government’s main priorities are the fight against
organised crime and extremists. Czech membership in NATO is the most important fac-
tor for fighting external security threats (Guasti and Mansfeldova 2012). Membership in
this organisation and commitments to its allies are, according to the Washington Trea-
ty’s Articles 3 and 5, the key factors for national security and for the Czech state’s
membership in the European Union and the United Nations (Ministry of Foreign Affairs of
the Czech Republic 2011).

‘A significant role in safeguarding the Czech Republic’s security interests is played by
the diplomatic service, especially through the development of sound bilateral relations
and cooperation and through international organisations with the intention of gathering
information, preventing crises and stabilising crisis areas, supporting processes of trans-
formation and democratisation and cooperating in the fight against terrorism and the
non-proliferation of weapons of mass destruction.’ (Ministry of Foreign Affairs of the
Czech Republic 2011: 20).

During the period relevant for this report, the Czech Republic was the site where
the signature landmark nuclear arms treaty START was agreed. At Prague castle, on 8
April 2010, American president Barack Obama and his Russian counterpart Dmitry
Medvedev signed this treaty aimed at significantly reducing the number of deployed
strategic warheads (BBC 2010, Guasti and Mansfeldova 2012). This event, which is very
relevant for the international security situation, was covered and positively evaluated by
all the major Czech media.

Regarding public opinion research on perceived risk, the Czech public is primarily
concerned about international organised crime and terrorism. According to the CCVM
(Public Opinion Research Centre) survey from February 2012, the biggest threat to the

3% These threats have either a direct or an indirect impact (as a threat endangering our allies) on the
Czech Republic.
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Czech Republic was international organised crime, which 63% of interviewed Czech citi-
zens considered to be a large threat, as well as terrorism (regardless of whether it is
perpetrated by the organized group or individuals), which was a very dangerous threat
for 52% of respondents. Furthermore, 68% of respondents thought that a current real risk
to the Czech Republic is the world economic crisis (Public Opinion Research Centre
2012). By contrast, the threat of war was considered very improbable for the Czech Re-
public. Just 18% of Czech respondents considered war to be a real threat. According to
this survey, refugees, extremist right-wing or left-wing groups, and foreign intelligence
services were not considered to be a big danger. Elderly people and respondents with a
low living standard were generally more concerned about security threats than the rest
of the Czech population (Public Opinion Research Centre 2012). A time analysis between
2006 and 2012 did not show any big differences in these opinions over time.

4.2. The political situation in the Czech Republic during
the period of the analysis

The main characteristic of the political situation in the Czech Republic from 1 Jan-
uary 2010 to 30 April 2013 was the relatively pronounced right-left political polarisation
(Masfeldova and Guasti 2014). Nevertheless, this polarisation did not significantly affect
the perception of security threats. Two governments changed power during the exam-
ined period. First, there was the caretaker government, with limited authority, of Prime
Minister Jan Fischer from 9 April 2009 to 13 July 2010. Regarding the security situation,
one of the priorities of the internal security policy of the Fischer government was the
fight against far-right extremism and racism. These attempts were relatively successful
(Ministry of the Interior of the Czech Republic 2013c, Romea.cz 2010); for example, the
government proposed cancelation of the far-right xenophobic Délnicka strana (Workers'
Party). The Supreme Administrative Court accepted this proposal and banned the exist-
ence of this party. This was the first time in the contemporary history of the Czech Re-
public that a political party was forbidden (Aktualné.cz 2010).

Second, the centre-right government of Prime Minister Petr Necas took power af-
ter the Parliamentary elections to the Chamber of Deputies in May 2010. Prime Minister
Necas governed from 13 July 2010 to 11 July 2013 (Government of the Czech Republic
2013). Necas’s centre-right coalition was weak and unstable because during its exist-
ence it faced continuing struggles with the Social Democratic and Communist opposition
and with its coalition partners (Mansfeldova and Guasti 2014). While this coalition was in
power, a high degree of political alienation, frustration and disgust with politics was re-
ported among the general public. According to a poll conducted by STEM agency, 97% of
respondents who do not vote in the elections expressed frustration with politics (Lidov-
ky.cz 2013. Other public opinion research showed that 89% of respondents were not sat-
isfied with the performance of Necas's government (CCVM 2013).

The main reason for this disgust with politics is corruption, which represents one
of the most serious problems in the Czech Republic. According to Zdenka Mansfeldova
and Petra Guasti, EU funds and public procurement are the most problematic areas con-
nected with corruption. They pointed out that: ‘numerous affairs broke out between
2011 and 2012, including several large-scale embezzlement scandals at the Defence
Ministry, a fraud case involving a former minister and a regional governor of central
Bohemia, and several other high-profile cases’ (Mansfeldova and Guasti 2013: 1). Even
the historically first direct Presidential elections in January 2013 did not alter the pub-
lic’s frustration (Lidovky.cz 2013). Moreover, the polarisation of voters escalated during
these elections. Most young educated people living in big cities supported the right-wing
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candidate and Minister of Foreign Affairs Karel Schwarzenberg, while less educated peo-
ple with a lower socio-economic status living in small cities and villages voted more of-
ten for the left-wing candidate and former leader of the Social Democratic Party Milos
Zeman (ibid., Lidovky 2013, Rybkova and Rihackova 2013).

4.3. Terrorism and 3D body scanners in the Czech Re-
public

Regarding the antiterrorism fight, the Czech Republic adopted the following EU
documents: the ‘European Union Counter-Terrorism Strategy’, the ‘EU Action Plan on
Combating Terrorism’ and the ‘Stockholm Programme’ addressing the security and free-
dom agenda. The Czech Republic is also an active member of the EU ‘Terrorism Working
Group’, ‘COTER’, another working group, and ‘The Committee of Experts on Terrorism’,
which is a working group of the Council of Europe (Ministry of the Interior of the Czech
Republic 2013). Regarding aviation security, the Czech Republic is a participant in the
NATINADS - ‘NATO Integrated Air Defence System’ and in the EU agenda of a ‘Common
Foreign and Security Policy’ and ‘Common Security and Defence Policy’ (Ministry of For-
eign Affairs of the Czech Republic 2011). The Europol TE-SAT report ‘European Union
Terrorism Situation and Trend Report’ provides the most comprehensive statistics about
the possibility of a terrorist threat in the EU.

The quality of Czech airport security is very good and it fulfils the strict EU norms.
Nevertheless, a terrorist attack still ranks among the most important threats to Czech
civil aviation security. The reasons are threefold: Firstly, the security situation changes
all the time and the Czech Republic can never feel fully protected. A terrorist attack
took place in a ‘new’ member state of the European Union on 18 July 2012 in the airport
of the Bulgarian city Burgas. During the bomb attack on an Israeli tourist bus, 6 people
were killed and 32 injured (Davies 2013, Europol TE-SAT 2013). Secondly, the Czech Re-
public, as an active member of NATO, the EU and the UN, is currently participating in
foreign military missions in Afghanistan, Bosnia and Herzegovina, Kosovo, Somalia, Mali,
and Sinai (Ministry of Defence of the Czech Republic 2013). Thirdly, Czech diplomacy has
long supported Israel,*' which could mean a potential threat from the side of Palestinian
terrorist organisations (Ministry of the Interior of the Czech Republic 2013).

Many countries started to install the 3D body scanners after the failed terrorist at-
tempt on the flight from Amsterdam to Detroit on 25 December 2009 (Europa.eu 2010,
Permanent Representation of the Czech Republic to the European Union 2010). For ex-
ample, 500 3D body scanners were installed at 78 US airports (MF DNES 2011). These
scanners were also installed in 6 EU member states, in the United Kingdom, Italy,
France, Netherlands, Finland and Poland **(Big Brother Watch 2013). The installation of
scanners is optional and is regulated on a national level (Permanent Representation of
the Czech Republic to the European Union 2010). 3D body scanners have never been in-
stalled in the Czech Republic. The price of a 3D body scanner is high. It costs between
€100,000 and €200,000 (Europa.eu 2010).

Three important controversies arose over security scanners. First, scanners could
mean a threat to privacy and dignity. Earlier scanner models revealed the anatomical

3" The Czech Republic was against the Palestinian attempt to become an observer state of the United Na-
tions.

32 For example, 3D body scanners were installed in Venice’s Marco Polo Airport, the Paris airports of
Charles De Gaulle and Orly, Amsterdam’s Schiphol Airport and London’s Heathrow and Gatwick airports.
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details of a passenger’s body, which some found humiliating. Several passengers even
refused to undergo scanning for ethical or religious reasons and were unable to continue
to their flights (Pravo 2011). Nevertheless, new body scanner models, which show just
the outline of the human figure, have been developed (Europa.eu 2010). A second as-
pect is to prevent unauthorized access to and the long-term storage of scanner records.
Third, scanners could have a negative impact on health. It was claimed that radiation
from the earlier models of 3D body scanners could increase the risk of cancer (Prdvo
2010, MF DNES 2010).

4.4. Computer viruses and Stuxnet

The Computer Security Incident Response Team (CSIRT) was founded to monitor
computer security in the Czech Republic. This governmental agency is responsible for
protection against and rapid response to cyber-attacks on critical Czech infrastructure
(Ministry of Foreign Affairs of the Czech Republic 2011). The Stuxnet computer virus was
discovered in 2010. The virus mainly targeted critical Iranian infrastructure, for exam-
ple, the Bushehr nuclear power plant and uranium enrichment facility in the Iranian city
Natanz (Bitto 2010, MF DNES 2010). Experts were surprised by the complexity and effi-
ciency of the virus. They considered Stuxnet to be a very dangerous threat. ‘It allows
the attackers to take control of these systems without the operators knowing. This is
the first attack we’ve seen that allows hackers to manipulate real-world equipment,
which makes it very dangerous. ... It’s like nothing we’ve seen before - both in what it
does, and how it came to exist. It is the first computer virus to be able to wreak havoc
in the physical world.’ (Norton by Symantec 2013) It was speculated that the USA devel-
oped Stuxnet in cooperation with Israel. These assumptions were confirmed by an intel-
ligence leak in 2012 (MF DNES 2010, Napravnik 2013).

According to cyber-security expert Jiri Napravnik, the deployment of Stuxnet could
be regarded as a pre-emptive strike against Iran’s uranium enrichment programme,
which could be used to develop an atomic bomb. Nevertheless, most other viruses - such
as Flame, Stars, Duqu, Red October, Mini Duke NetTraveller - that appeared later were
created for espionage purposes only. It is possible that these viruses were developed by
the CIA. ‘Separate pieces of information only used to be available in the past few years.
Regarding the information published by Edward Snowden, partial facts can show a
clearer picture now.’® (Napravnik 2013) Cyber-threats, which are more expected to
come from anonymous hackers, NATO enemies or international terrorists than from
transatlantic allies, were nonetheless the reason for the US to strengthen its own securi-
ty. Therefore, computer viruses and cyber-espionage could become a source of a crisis
of trust between the EU and the United States.

No cyber-attacks from the viruses Stuxnet, Flame, Red October** against the Czech
Republic were reported (Prdvo, Novinky.cz 2013). Therefore, the Czech Republic seems
to be a cyber-secure country. Nevertheless, the Czech Republic was a target of a cyber-
attack. The websites of a Czech governmental institution were attacked by the virus
Mini Duke in February 2013. Fortunately, the virus did not cause any serious problems

33 Original quote in Czech: ‘O pocitacové SpiondZi jsme méli jednotlivé stfipky k dispozici v priibéhu
nékolika minulych let a aZ ted’ v souvislosti s informacemi, které zverejnil Edward Snowden, ddvaji dilCi
informace jasnéjsi obraz.’

34 Mostly countries of the former Soviet Union and Central Asia were the targets of a virus called Red Oc-
tober.
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(Ihned.cz 2013).* Despite this attack, the Czech Republic is probably not a particularly
interesting country for cyber-attackers, but it is impossible to ever be entirely sure. It
has been said that the Third World War will be a cyber-war because, cyber-space has no
borders and no distance is too far (Bitto 2010).

4.5. Privacy protection and CCTV cameras

Privacy protection in the Czech Republic is based on national and European Union
law. Key documents on personal data protection are the Czech Act No. 101/2000 Coll.
and the EU Directive 95/46/EC (Scott 2013). The Office for Personal Data Protection is
the main Czech state institution responsible for citizens’ right to privacy. This office (1)
monitors adherence to privacy protection legislation, (2) maintains the register of noti-
fied personal data, (3) receives citizens’ complaints and provides consultation on per-
sonal data protection (Office for Personal Data Protection 2013). The President of the
Office for Personal Data Protection Igor Némec noted with respect to CCTV cameras in
the Czech Republic that there ‘is an act on “Personal Data Protection”. This act defines
the clear use of a camera system. Personal data processing is possible for certain pur-
pose only. The necessary conditions for camera surveillance are possession of either the
informed consent of citizens or the approval from the law. There is one exception only:
a video surveillance system can be installed in order to secure the protection of proper-
ty and safety.’*® (CT24 2012)

luridicum Remedium, a non-governmental organisation dealing with privacy pro-
tection, claims that there is a lack of legislation on CCTV camera systems in the Czech
Republic, even though the number of cameras is rapidly increasing. Rules for CCTV cam-
era operators are just general or unclear and for this reason they are for the most part
not fully respected (luridicum Remedium 2013). The situation could be improved were
the state to become a signatory to the ‘Charter for the Democratic Use of Video-
surveillance in European Cities’,* which lays out the recommendations and rules for
considerate use of CCTV cameras. Unfortunately, this document has not been signed by
any Czech city (European Forum for Urban Security 2013, Mapakamer.cz 2013). Infor-
mation on the number of cameras installed in the Czech Republic is unfortunately not
available. The reported number varies considerably because the new cameras are in-
stalled every day. Nevertheless, an online project called the ‘map of cameras’ provides
some overview of video surveillance in the Czech Republic. Its aim is to create a map of
all public and private cameras so that Czech citizens know where they are being moni-
tored (Mapakamer.cz 2013).

3 The virus attacked Belgian, Portuguese and Irish governmental institutions as well (Ihned.cz 2013).

3¢ Original quote in Czech: ‘V tuto chvili mdme k dispozici jen zdkon na ochranu osobnich tdaji. Ten jasné
fikd, Ze pouZivat kamerové systémy, tedy zpracovdvat osobni udaje, lze jediné za néjakym uclelem. A to
bud' se souhlasem danych lidi, nebo se souhlasem zdkona. Existuje pouze jedna vyjimka, kterd spocivd
v tom, Ze si muZete instalovat kamerovy systém z hlediska ochrany majetku a bezpecnosti.’

7 The Charter was created by the European Forum for Urban Security as part of the project ‘Citizens, Cit-
ies and Video-Surveillance’, which focuses on the practices of video-surveillance in EU countries and the
fact of whether video monitoring respects the right to privacy.
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5. Analysis

5.1. Descriptive analysis

5.1.1. CCTV

For the purpose of analysis, we selected 7 articles from the left-leaning Prdvo and
13 articles from the right-leaning MF DNES.

5.1.1.1. Actors®

A total of 178 actors were identified in the two papers (53 in Prdvo and 125 in MF
DNES). Journalists were the dominant actors in both newspapers (see Table 4). Journal-
ists most often figured as actors in the informative articles. Sometimes they also pre-
sented their opinions on CCTV cameras, and most of the time their opinions were posi-
tive. In both papers, quite a lot of attention was also paid to the police. As far as the
police as actor was concerned, mainly municipal police officers, for example, a director
or a spokesperson, were given space in the media. Municipalities, particularly mayors,
local politicians and spokesman of the city halls, were also an important actor for Prdvo.
Surprisingly, there was little mention of advocacy groups in our sample. In the left-
leaning Prdvo, no attention was paid to advocacy groups at all. In MF DNES, advocacy
groups were mentioned 4 times out of a total 125 statements, which can be considered
to be a very low number. Topics regarding privacy were connected with the actor state
institutions and these were represented mainly by the Czech Office for Personal Data
Protection.

Table 4: Top ten actors connected with CCTV

Pravo MF DNES Total
Journalist 15 29 44
Municipality 14 17 31
Police 10 18 28
State institutions 5 16 21
Transportation company 0 19 19
CCTV cameras 1 7 8
Individuals 2 4 6
Citizen/passenger 1 5 6
Advocacy group/civil society 0 4 4
Private company 0 4 4

Source: created by the author.

38 More than one actor could be used in a quotation when it was necessary for the purpose of analysis.
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Figure 5: Top ten actors connected with the topic of body scanners in Pravo and MF
DNES
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Source: created by the author.

5.1.1.2. Topics

In the two papers a total of 203 topics were presented (70 in the left-leaning Prdvo
and 133 in the right-leaning MF DNES). Bigger differences were found between the topics
reported on than what was observed in the case of actors between the right- and left-
orientated dailies. Nevertheless, these differences were not striking. The pur-
chase/installation of CCTV cameras was the dominant topic in the whole sample. Two
main kinds of differences in topics were observed between MF DNES and Pravo. First,
public domain monitoring and surveillance were more prominent in MF DNES (both
were mentioned 48 times), whereas much less attention was paid to them in Prdvo,
where both topics were present in just 9 statements. Second, Prdvo focused more on the
issues of protest and privacy than MF DNES.* Prdvo, for example, published an article
titled ‘Six Thousand "Big Brothers” Guard the Czech Republic’, which focused mainly on
citizens” privacy. In this article privacy protection advisor Oldrich Kuzilek criticised
CCTV cameras for their potential abuse. Kuzilek ‘...warns that genie of security cameras
is out of the bottle in the Czech Republic.
‘The question is how to get him back," he said and added that the CCTV camera records
may create the parallel reality, which could be misused’® (Rovensky 2011). Table 6 pre-
sents the cross time distribution of the topic. We can see there that the topic was rela-
tively equally prevalent from 2010 through to 2013. Nevertheless, the topics of surveil-

3% We can see this difference particularly when we take into account the total number of articles. In 7 ar-
ticles in Prdvo, the topics of ‘privacy’ and ‘protest’ were mentioned 10 times altogether, while the right-
leaning MF DNES covered these issues just 7 times in a total of 13 articles.

“ The original quote in Czech: ‘..varuje, Ze dZin bezpecnostnich kamer v Cesku vyletél z ldhve.
‘Otdzka je, jak ho dostat zpét,‘ podotkl s tim, Ze zaznamy mohou vytvorit paralelni realitu, kterd mize
byt zneuZita.’
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lance and CCTV cameras rarely came up. In 2012, both media paid much more attention
to both these topics than in previous years.*’ The negative aspects of surveillance were
mentioned mainly in 2012, while newspapers reported on surveillance more often in a
positive way in 2010 and 2011. The topic of CCTV cameras is not so interesting for our
analysis because the coverage deals more with general information about the cameras.

Table 5: Top ten topics connected with CCTV cameras

Pravo MF DNES Total
Purchase/installation of CCTV cameras 17 37 54
Surveillance 6 24 30
Public domain monitoring 3 24 27
Cameras CCTV 7 13 20
Costs 6 5 11
Crime detection 6 4 10
Privacy 4 5 9
Protest 6 2 8
Surveillance increase 4 4 8
Crime prevention 2 4 6

Source created by author.

Figure 6: Top ten topics connected with body scanners in Pravo and MF DNES
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Table 6: Top ten topics connected with CCTV cameras 2010-2013

2010

2011

2012 2013 Total

Purchase/installation of CCTV cam- |16

14

16 8 54

“'In the case of surveillance, there were 14 statements in 2012 compared to 6 in 2010 and 2011. Newspa-

pers wrote about CCTV 10 times in 2012, 5 times in 2011 and 4 times in 2010.




eras

Surveillance 6 6 14 4 30
Public domain monitoring 12 12 3 0 27
Cameras CCTV 4 5 10 1 20
Costs 2 1 5 3 11
Crime detection 1 6 0 3 10
Privacy 2 4 2 1 9
Protest 1 4 3 0 8
Surveillance increase 3 3 2 0 8
Crime prevention 1 3 2 0 6

Source: created by the author.

5.1.1.3. Argumentation strategies

Tables 7 and 8 provide an overview of the argumentation strategies and directions
of arguments in the coverage. We can see there that 168 argumentation strategies (95 in
MF DNES and 73 in Prdvo) and 173 directions of argument (98 in MF DNES and 75 in
Prdvo) could be observed in the articles. The dominant argumentation strategy identi-
fied was the use of a neutral tone, which appeared 131 times in the two dailies (43 in
Prdvo and 91 in MF DNES).A total of 29 positive argumentation strategies were observed
(12 in Pravo and 17 in MF DNES) and almost half as many negative evaluations (9 in Pravo
and 8 in MF DNES). Both papers cited the opinions of Czech citizens and passengers of
public transport on the installation of cameras. These opinions were mainly positive.
People mentioned the strengthening of the security and the reduction of theft, rob-
beries and acts of vandalism. The following quote from a citizen of Ceska Trebova, Karel
Beran, about the installation of cameras at train stations provides a good illustration of
these opinions: "“I don’t steal, so | do not care if a camera is monitoring me. Some
strange people gather there. So it is very good that the cameras are there. Maybe there
should be more cameras”, says Beran’.* (Filip 2010) The right-leaning paper also em-
ployed three advocative strategies, which were positive in tone. MF DNES wrote that
drivers and passengers of public transport wanted CCTV cameras for security.

Table 7: Argumentation strategies and the directions of argument in total

Definitive

Evaluative

Advocative

Total

Positive

4

22

3

29

Negative

3

14

0

17

Neutral

127

4

0

131

Source: created by the author.

42 Original quote in Czech: ‘““Nekradu, tak mi je uplné jedno, kdyZ mne kamera sleduje. Stahovaly se sem
rizné Zivly, je tedy jen dobre, Ze tady kamery jsou. MoZnd by jich mélo byt jesté vic”, fika Beran.’
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Table 8: Argumentation strategies and the directions of argument in Pravo and MF
DNES

Pravo MF DNES
Definitive | Evaluative | Advocative | Definitive | Evaluative Advocative
Positive 3 9 0 1 13 3
Negative 3 6 0 0 8 0
Neutral 37 1 0 90 3 0

Source: created by the author.

Figure 7: Argumentation strategies and the directions of argument in Pravo and MF
DNES
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5.1.1.4. Justifications

The justifications employed to substantiate the actors’ views differed slightly be-
tween right- and left-leaning papers. The differences were observed particularly in the
matters of right to privacy and efficiency. In total, 74 justifications were used (25 in
Prdvo and 49 in MF DNES). Crime prevention was the prevailing justification in both pa-
pers.® In MF DNES, there is a big gap between the prevalence of the first justification,
crime prevention, and the rest, while the distribution of justifications in Prdvo is more
equal (see Table 9). A cross-time analysis for 2010-2013 shows that crime prevention was
a relevant topic mainly in 2010 and 2011. Other types of justifications were distributed
relatively equally. Both papers mentioned privacy as a justification 5 times. In terms of
the total number of articles privacy was a more relevant justification for the left-leaning
Pravo. In this respect, non-governmental, non-profit organisations received space in

“* Prdvo mentioned this topic 6 times and MF DNES as many as 22 times, which is almost one half of all its
codes for justification.
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both papers. Efficiency was also an important issue in Prdvo, whereas it was a less

common justification in MF DNES.

Table 9: Nine justifications for the use of CCTV cameras*’

Pravo MF DNES Total
Crime Prevention 6 22 28
Right to Privacy 5 10
Safety 4 5 9
Efficiency 5 3 8
Security 3 4 7
Crime solution 1 5 6
Crime detection 0 3 3
Costs 1 1 2
Transparency 0 1 1

Source: created by the author.

Figure 8: Nine justifications for the use of CCTV
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Table 10: Nine justifications for the use of CCTV 2010-2013

2010 2011 2012 2013 Total
Crime prevention 9 10 5 4 28
Right to privacy 3 4 3 0 10
Safety 1 3 4 1 9
Efficiency 1 3 2 2 8
Security 1 3 2 1 7

“4 Only nine types of justification were reported during the analysis.
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Crime solution 2 2 2 0 6
Crime detection 0 1 1 1 3
Costs 1 0 0 1 2
Transparency 0 1 0 0 1

Source: created by the author.

5.1.2. Stuxnet

There were 6 articles selected from the left-leaning Prdvo and 3 articles from the
right-leaning MF DNES for the purpose of analysis.

5.1.2.1. Actors

Table 11 presents an overview of the actors referred to in the two papers. A total
of 86 different actors were referred to in the two dailies (29 in MF DNES and 57 in
Prdvo). There are some differences between the actors identified in the right- and left-
leaning paper. The main actor in Prdvo was a private company whereas in MF DNES it
was Stuxnet itself. The private company was most often reported on in Prdvo was the
Russian computer security company Kaspersky Lab, whose experts discovered the spy vi-
rus Flame. Considerable space was also devoted to expert opinion in both papers. Ex-
perts were the second most common actor referred to in both dailies.” The experts
were in most cases anonymous, referred to in the newspapers in formulation such as
‘according to the expert/s’, ‘some experts claim’, ‘experts believe’, but in most cases
they did not cite any specific names. Prdvo also mentioned president/s as an actor,
whereas MF DNES did not at all. Most of the statements referring to president/s (3 out
of 5) were published in an article in Prdvo titled ‘Obama Ordered to Deploy Stuxnet
Computer Virus’ in which Barack Obama was accused of ordering the cyber-attack on
Iran. The following quote is taken from that article and it describes a secret project of
the Obama administrative called Olympic Games. ‘“Since his first months in office,
Obama has ordered increasingly sophisticated attacks against computer systems control-
ling the main uranium enrichment facilities in Iran”, said the daily paper New York
Times. The project was given the name Olympics and it continued the efforts of former
president Bush.’* (Prdvo 2012) Former US president George W. Bush and Iranian presi-
dent Mahmoud Ahmadinejad were also mentioned in Prdvo.

Table 11: ‘“Top ten’ actors connected with Stuxnet

Pravo

MF DNES

Total

Private company

19

3

22

Experts

11

6

Stuxnet

5

10

Journalist

5

2

Flame

4

2

“> They were mentioned 11 times in Pravo and 6 times in MF DNES.

“ Original quote in Czech: ‘Od prvnich mésic v Gfadé naridil Obama stdle diimyslnéjsi utoky proti
pocitaCovym systémim, které ridi hlavni irdnskd zarizeni na obohacovdni’, napsal denik NYT. Projekt
dostal jméno Olympijské hry a byl pokracovdnim Usili prezidenta Bushe.
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President 5 0 5
State(s) 2 2 4
Virus/Malware/Worm 1 2 3
Media 2 1 3

State institutions 1 2 3

Source: created by the author.

Figure 9: “Top ten’ actors connected with body scanners in Pravo and MF DNES
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5.1.2.2. Topics

A total of 113 topics were identified (37 in MF DNES and 76 in Prdvo). Cyber-war
was the dominant topic in terms of the number of statements that referred to it (17 in
both dailies).*” In a cross-time distribution, we find that cyber-war received the most in-
terest as a topic in 2010. Surprisingly, cyber-war was only mentioned twice the very next
year in 2011. In the left-leaning Prdvo, the most important topic was Iran’s uranium en-
richment programme whereas in the right-leaning MF DNES it was Stuxnet itself. Prdvo
mentioned the uranium enrichment programme most often in 2011 and 2012. At that
time, Iranian centrifuges for uranium enrichment became the main target of the Stuxnet
virus. Despite the small number of articles on Stuxnet in MF DNES both papers paid ap-
proximately the same amount of attention to the Flame virus. Flame continued was
Stuxnet had begun and attacked thousands of computers in Iran, Israel and in the Middle
East. The most articles on the Flame virus came out in 2012, when this malware first ap-
peared. In 2012, Flame was mentioned 13 times in both papers. Both papers reported
extensively on the Stuxnet, Flame and Stars viruses. The development of these viruses
was a more relevant topic in Prdvo, which published that Stuxnet and other viruses were
probably developed by the USA and Israel. According to the left-leaning paper Prdvo: ‘US
President Barack Obama allowed the use of the Stuxnet computer virus against the Ira-
nian nuclear programme.

“"In fact, it was the second most relevant issue for MF DNES and Prdvo (see Figure 11).
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A programming error caused the virus to leak from the uranium enrichment laboratory
at Natanz into someone’s laptop. Then the virus spread through the Internet.
The New York Times reported on it, citing anonymous experts who were close to Stux-

net. According to them, the virus was deployed jointly by the USA and Israel.’® (Prdvo
2012)
Table 12: ‘“Top ten’ topics connected with Stuxnet
Pravo MF DNES Total
Cyber war 12 7 19
Iranian uranium enrichment programme 13 5 18
Stuxnet 6 8 14
Flame 8 6 14
Attack on Iran 7 6 13
Development of Stuxnet by a state 5 2 7
Attack on other state 5 2 7
Attack on a company 4 2 6
Deployment/attack using Stuxnet 2 2 4
Attack 3 0 3
Source: created by the author.
Figure 10: ‘Top ten’ topics connected with Stuxnet in Pravo and MF DNES
Pravo MF DNES
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Source: created by the author.

48 Original quote in Czech: ‘Zelenou k nasazeni pocitaového viru Stuxnet proti irdnskému jadernému
programu dal primo prezident USA Barack Obama. Chyba v programovadni viru vsak zplsobila, Ze kdyZ se
v Cimsi laptopu dostal z irdnské laboratofe na obohacovdni uranu v Natanzu, zamoril internet.

S odvoldnim na anonymni experty blizké programu Stuxnet to napsal list The New York Times (NYT). Po-
dle nich byl virus spolecnym dilem USA a Izraele.’
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Table 13: ‘“Top ten’ topics connected with Stuxnet 2010-2013
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Source: created by the author.

5.1.2.3.

Argumentation strategies

In these articles, 69 argumentation strategies and 73 directions of argument were

identified (21 in MF DNES and 2 in Prdvo). The articles were dominated by statements

that employed a neutral tone (68 statements out of 73 in total). Only two statements
were evaluative, and both evaluations were negative. In Prdvo, one article/statement
pointed out the possible dangers of Stuxnet. Concerns were expressed that this virus
might move into the black market. The coverage in Pravo also included one positive ar-
gument that described Stuxnet as a highly complex and sophisticated virus. Prdvo pub-
lished also one statement advocating a possible cyber-attack against North Korea and

Syria.

Table 14: Argumentation strategies and the directions of argument in total

Definitive | Evaluative | Advocative Total
Positive 1 0 0 1
Negative 1 2 0 3
Neutral 68 0 1 69

Source: created by the author.

Table 15: Argumentation strategies and the directions of argument in Pravo and MF

DNES
Pravo MF DNES
Definitive | Evaluative | Advocative | Definitive | Evaluative | Advocative
Positive 1 0 0 0 0 0
Negative 1 1 0 0 1 0
Neutral 48 0 1 20 0 0

Source: created by the author.
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Figure 11: Argumentation strategies and the directions of argument in Pravo and MF
DNES
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5.1.2.4. Justifications

No justifications of opinions on the use of Stuxnet were expressed in almost any of
the topics connected with Stuxnet. Only three justifications were presented in the two
papers (two in MF DNES and one in Prdvo). The first justification referred to a pre-
emptive strike, the second to costs and the third to expert opinion. In MF DNES, the
attack on Iran was justified by experts as a ‘pre-emptive strike’ against the country’s
development of nuclear weapons. The following quote shows that experts referred to
high costs to justify their opinion that Stuxnet was development by the state. ‘According
to experts, a great amount of time and money had to be invested in order to create the
virus. It is therefore unlikely that some hackers created Stuxnet just for fun. Some
powerful state must be behind Stuxnet that was able to detect weaknesses in the indus-
trial systems the virus targeted.’*(Prdvo 2010) Table 17 presents an overview of the
distribution of justifications in 2010-2013. However, we cannot perform the relevant
cross-time analysis in 2010-2013 because of the very limited amount of data.

Table 16: Three justifications of opinions on the use of Stuxnet

Pravo MF DNES Total
Preemptive
strike 0 1 !
Costs 0 1 1
Expert opinion 1 0 0

Source: created by the author.

4 Original quote in Czech: ‘Podle experti stdlo vytvofeni takového Eerva hodné &asu a penéz a je mdlo
pravdépodobné, Ze to udélali pro zdbavu néjaci hackeri. Na néem takovém se musela podilet néjakd
mocnost, aby bylo moZné odhalit slabd mista primyslovych systémii, na nézZ je Cerv zacilen.’
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Table 17: Three justifications of opinions on the use of Stuxnet 2010-2013

2010

2011

2012

2013

Total

Premptive strike

0

1

0

0

1

Costs

1

0

0

0

1

Expert opinion

0

0

1

0

1

Source: created by the author.

5.1.3. 3D body scanners

For the analysis, 6 articles were selected from the left-leaning Prdvo and 3 articles
form the right-leaning MF DNES.

5.1.3.1. Actors

A total of 81 different actors were identified in the two daily papers associated
with the topic of 3D body scanners (43 in MF DNES and 38 in Prdvo). Of these, 75 actors
were in the ‘top ten’ according the frequency of occurrence (see Table 17). Figure 12
presents a comparison between MF DNES and Prdvo. The Transport Security Agency,
journalists and experts were dominant actors in both papers. There were 12 statements
on each of these three groups. Journalists were important actors, particularly in MF
DNES.>® Journalists described their own (often negative) experiences with body scanners
at American airports. They also presented general information on body scanners. The
Transport Security Agency was more relevant for MF DNES than for Prdvo. Experts
were relevant actors in both dailies. In Prdvo, experts were the dominant actors (see
Figure 12). Such experts included, for example, the director of the Czech State Office
for Nuclear Safety Dana Drabova and the director of the Centre for Radiological Re-
search in Columbia David Brenner. There were no big differences between the two dai-
lies regarding the actors they referred to. The main difference was observed with re-
spect to institutions and state institutions, which were much more important for Prdvo,
which frequently mentioned the European Union and its institutions, such as the Europe-
an Commission, in this context.

Table 18: “Top ten’ actors connected with body scanners

MF

Pravo

DNES

Total

Transport Security
Agency

4

8

Journalists

3

9

Experts

6

6

Private company

5

6

Passengers

2

4

% Journalists were the prevailing actors in MF DNES. They were mentioned in 9 statements.
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Institutions 4 1 5
State institutions 4 1 5
Scanners 1 3 4
Activists 1 3 4
States 3 1 4

Source: created by the author.

Figure 12: “Top ten” actors connected with body scanners in Pravo and MF DNES
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Source: created by the author.

5.1.3.2. Topics

Table 19 presents an overview of topics associated with 3D body scanners. Figure
13 offers a comparison of Prdvo and MF DNES. The newspapers covered only 7 topics
connected with the scanners, which can be considered a small number. In total 80 topics
were identified (39 in MF DNES and 41 in Prdvo). The distribution of topics in this case
was even more alike than in the case of actors. The topics that dominated MF DNES and
Prdavo both were body scanners, security related rules and regulations and health is-
sues. Body scanners themselves were the prevailing topic in the whole sample®' and in
each newspaper. Nevertheless, it should be taken into account that ‘body scanner’ is a
very general kind of topic. In the coding scheme this topic was assigned to mention of
the installation or removal of scanners, protests against their use, or simply when a
more specific topic could not be applied to the subject being discussed in reference to
scanners. The cross-time analysis shows that this topic was relatively equally distributed
in time. In the case of security related rules and regulations, most of the references in
the dailies were to the security procedures in US airports. Table 20 shows that the me-
dia paid the most attention to this topic in 2010 and 2011. Another important topic was
health issues, in particular the risk of cancer, which is allegedly increased by radiation
from the scanners. There is a big gap in the reporting on health risks over the years. Al-

>" Body scanners were mentioned 41 times, which is a very high number.
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most all the attention paid to this topic was in 2010, when the scanners were introduced
and the potential of a health risk first arose.

Table 19: Seven topics connected with body scanners

Pravo MF DNES Total
Body scanners 21 20 41
Security related rules and regulations 8 5 13
Health issues 6 6 13
Privacy 5 3 8
Security General[General security] 2 1 3
Terrorism 1 0 1
Increased number of body scanners 0 1 1

Source: created by author

Figure 13: Seven topics connected with body scanners in Pravo and MF DNES
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Table 20: Seven topics connected with body scanners 2010-2013

2010 2011 2012 2013 Total
Body scanners 13 9 8 11 41
Security related rules and regulations 6 4 3 0 13
Health issues 12 0 1 0 13
Privacy 4 1 1 2 8
Security General[General security] 0 1 0 2 3
Terrorism 1 0 0 0 1
Increased number of body scanners 0 1 0 0 1

Source: created by the author.
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5.1.3.3. Argumentation strategies

Journalists in most cases presented the facts and described the issue of 3D body
scanners in a neutral tone. The prevailing argumentation strategies were definitive (in
62 statements in both papers) and the directions of argument were neutral. There were
15 evaluative arguments found (6 in Prdvo and 9 in MF DNES) and most of them were
negative.’? Experts as well as passengers and activists expressed negative evaluations of
body scanners. Experts warned against the risk of cancer that could be increased by
scanners and claimed that the risk was much higher if the scanner was damaged. The
following quote from Prdvo describes how for passengers and activists the installation of
3D scanners was primarily an issue of dignity, privacy and possible health risks. ‘Even in
the USA, there is growing resistance against scanners that reveal all the anatomical de-
tails of the human body. Passengers who fly frequently complain about the lengthy in-
spections and the invasion of privacy. There are also concerns of their impact on
health’ > (Prdvo 2010). No advocative strategy was observed in the reporting in either of
the two papers.

Table 21: Argumentation strategies and the directions of argument in total

Definitive | Evaluative Total
Positive 0 2 2
Negative 7 13 20
Neutral 55 0 55

Source: created by the author.

Table no. 22: Argumentation strategies and the directions of argument in Pravo and
MF DNES

Pravo MF DNES

Definitive Evaluative Definitive Evaluative

Positive 0 1 0 1
Negative 3 5 4 8
Neutral 28 0 27 0

Source: created by the author.

>2 Scanners were mentioned positively in two codes only. Nevertheless, this information had rather nega-
tive connotations, for example, people welcomed the withdrawal of 3D body scanners.

>3 Original quote in Czech: ‘I v USA sili odpor proti skeneriim, jeZ zobrazuji vsechny anatomické detaily
lidského téla. Cestujici, kteri létaji Castéji, si stéZuji na zdlouhavost prohlidek i na zdsahy do soukromi.
Zaznivaji i obavy z dopadu na zdravi.’
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Figure 14: Argumentation strategies and the directions of argument in Pravo and MF

DNES
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5.1.3.4.

Justifications

In MF DNES, 17 justifications of the use of opinions were reported and 23 in Prdvo.

Table 23 presents the seven types of justifications that were used in the articles. State-
ments justifying the use of scanners for reasons of health, privacy and efficiency were

found most often. These three justifications were found most often in both papers.>

Table 24 presents the cross-time distribution of justifications. We can see that health
was the dominant justification in 2010. The reason for this is obvious, as the newspaper
frequently reported on health risks in 2010, and consequently health also figured fre-
quently among justifications. Other types of justifications were distributed more equally

from 2010 through 2013.

Table 23: Six justifications connected with body scanners

Pravo MF DNES Total
Health 8 5 13
Privacy 6 6 12
Efficiency 4 3 7
Security 3 1 4
Dignity 1 3
Costs 1 0 1

Sources: created by the author.

> In total, 22 statements were found, which is a high incidence compared to the other three justifica-

tions, i.e. security, dignity and costs, which were found in only 8 codes altogether.
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Figure 15: Six justifications connected with body scanners in Pravo and MF DNES
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Table 24: Six justifications connected with body scanners 2010-2013

2010 2011 2012 2013 Total
Health 9 2 2 0 13
Privacy 4 5 2 1 12
Efficiency 3 0 1 3 7
Security 2 2 0 0 4
Dignity 1 0 2 0 3
Costs 1 0 0 0 1

Source: created by the author.

5.1.4. Analysis of general tendencies

5.1.4.1. CCTV cameras

‘You always have to pay for safety. CCTV cameras are just a small personal limita-
tion that helps to increase the security of society...”> (Rovensky 2011).

This quote from Jiri Straus, the head of the Department of Criminology at the
Czech Police Academy, provides a good illustration of the general tendencies on CCTV
cameras in the Czech Republic. A qualitative content analysis of the two papers re-
vealed that (the general view is that) increased surveillance is a fair price for strength-
ening security regardless of the trade-off, which is a decrease in privacy.

> Original quote in Czech: ‘Za bezpecnost se vZdy plati. Je to malé osobni omezeni z hlediska zvyseni
bezpecnosti spolecnosti...’
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Of all three security topics the most media coverage in both newspapers was de-
voted to CCTV cameras. The dominant topic was the purchase and installation of CCTV
cameras followed by the topic of surveillance. There were no big changes in the topics
covered in the articles over time in either MF DNES or Pravo. The actors who were the
sources of the statements - most of whom were journalists and police officers - offered
a general description of the given issue. If they evaluated it, their opinions were mainly
positive. Similarly, passengers and citizens (with one exception) greatly appreciated the
installation of cameras. They were installed to prevent vandalism, pickpocketing in pub-
lic transport and to strengthen security in road traffic. ‘A growing number of acts of
vandalism, theft and road traffic offenses is the reason why the town Mladd VoZice
wants to have the camera system.’>®(BydZzovsky 2010) Activists from the NGOs Iridium
Remedium and employees of the Office for Personal Data Protection were only ones to
express concerns about CCTV cameras.

The analyses did not confirm our assumption that there would be striking differ-
ences in the directions of argument according to the left-right political affiliation of the
daily papers. We expected that the left-leaning Prdvo would report on CCTV cameras
more negatively whereas the right-leaning MF DNES would evaluate CCTV positively. In
fact, a preponderance of positive evaluations was found in both papers. Nevertheless,
Prdvo criticised CCTV cameras slightly more than MF DNES. For example, Prdvo” pointed
to the invasion of privacy they represent. MF DNES reported more on the economic as-
pects of surveillance; for example, on the fact that real estate prices tended to rise in
areas monitored by cameras. The language of the coded article[this coded article/the
coded articles] was mainly neutral. In the left-leaning Pravo, ‘Big brother’ was men-
tioned t\gice as a metaphor for CCTV cameras, but surprisingly without negative conno-
tations.

5.1.4.2. Stuxnet
‘It is one of the most complex threats that we have ever faced.’*® (Kuznik 2012)

These are the words Roel Schouwenberg, an executive at Kaspersky Lab, used to
describe the Flame virus. Flame is an improved successor to Stuxnet. The left-leaning
Pravo focused slightly more on Stuxnet than the right-leaning MF DNES. Perhaps the
Czech media did not consider Stuxnet to be an issue of much relevance to the Czech Re-
public and for this reason reported little on it. The coded articles about Stuxnet were
overwhelmingly informative. Nevertheless, both papers expressed concerns about the
potential abuse of Stuxnet and other cyber-weapons. The content analysis has shown
that the prevailing topic relating to Stuxnet was cyberwar and attacks. This topic dealt
with the following three sub-issues: (1) an attack on Iran and its nuclear programme, (2)
an attack on other states (Syria, Israel), (3) viruses as cyber-war weapons (mention was
made of the Stuxnet, Flame, and Stars Duqu viruses), (4) the origin of the virus (which
was ascribed to the USA and Israel). Most of the articles about Stuxnet were longer,

> Original quote in Czech: ‘Rostouci poet projevii vandalismu, krddeZi i dopravnich pfestupkd je
divodem, proc chce Mladd VoZice kamerovy systém.’ y

" The ‘Big Brother’ metaphor appeared in the following articles: ‘Nad Ceskem bdi 3est tisic "Velkych
bratr(i’[Six thousand ‘Big Brothers’ guard the Czech Republic] published 6 August 2011 and ‘Kamerové sys-
témy mést slouzi. A rostou’ [Camera systems serve well to the cities and they are growing] published 14
October 2011.

%8 Original quote in Czech: ‘Je to jedna z nejkomplexnéjsich hrozeb, pred jakou jsme kdy stdli.’
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more detailed and descriptive. The prevailing actors in them were experts and employ-
ees of Kaspersky Lab.>® Expert contributions were necessary for the articles in both pa-
pers to report on the complexity and technical details of Stuxnet. The newspapers also
cited international press agencies and foreign media such as The New York Times and
the BBC. The language of the articles was mostly neutral. Only one metaphorical expres-
sion was found in our sample: ‘According to experts, the release of Stuxnet is like let-
ting a genie out of the bottle, because in the future Stuxnet can become a platform
that can be modified for different targets by other attackers.’®® (Prdvo 2013)

5.1.4.3. Body scanners

“The effort to stop the risk of a possible terrorist attack could raise another treat
for human life with the same probability.’®" (Pravo 2010)

The citation above refers to the potential of the scanners to increase the risk of
cancer. The analysis showed that the opinion on body scanners was predominantly nega-
tive in both papers. Nevertheless, we should take into account the fact that most of the
articles were informative.®? Scanners were criticised not only for their health risks but
also for the fact that scanning and related security inspections are time-consuming and
sometimes humiliating procedures. A journalist from MF DNES, Teodor Marjanovic, de-
scribed his unpleasant experience with 3D body scanners at a US airport: ‘They took me
aside and subjected me to thorough thumb. | can’t call it anything else. Once they’ve
"banged you up” with the little manual metal detector, they then do it manually. They
touch your armpits, groin, everywhere, and it borders on intimacy.’®* (Marjanovi¢ 2010)
Other negative experiences of passengers were added. The frequent target of this criti-
cism was the TSA - Transportation Security Administration. This organisation was set up
after 11 September 2001 in order to increase security in US commercial air travel via
various security procedures, such as screening all the passengers and their luggage
(Transportation Security Administration 2013).

The topic of body scanners could be of interest to journalists at both papers for
two reasons. First, despite the fact that body scanners have not yet been installed in
Czech airports, they may be in the future. Second, Czech citizens have experience with
body scanners from international airports. The sources of information in the articles
were Czech and international experts, foreign agencies and newspapers, as well as pas-
sengers and airport employees. The language used in the coded articles was mostly neu-
tral, but in several instances (usually when unpleasant experiences with scanners were
being described) it also contained expressive terms.

> Employees of this company working on computer security can also be considered experts on the Stuxnet
issue.

€ Original quote in Czech: ‘Nicméné vypusténi Stuxnetu se podle expertii rovnd vypusténi dZina z ldhve,
protoZe do budoucna se Stuxnet muZe stdt platformou, kterou si upravi i dalsi utocnici pro jiné cile.’

®' Original quote in Czech: ‘Snaha o odvrdceni rizika moZného teroristického Utoku tak vyvoldvd jinou,
stejné pravdépodobnou hrozbu pro lidsky Zivot.’

€2 |f an evaluation was presented it was (with 2 exceptions) negative.

6 Qriginal quote in Czech: ‘Vzali mé stranou a podrobili dikladnému osahdni. Jinak se to nazvat nedd.
Kdysi vds takhle "proklepli" malym rucnim detektorem kovi. Nyni na to jdou rucné. A sahaji vam do pod-
paZi, do rozkroku, prosté vsude tam, kde to je za hranou reknéme intimity.’
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5.1.5. Summary

This content analysis of left- and right-leaning newspapers revealed the following
similarities and differences in media coverage of our three security-related issues. Both
papers were most interested in CCTV cameras. The right-leaning paper MF DNES in par-
ticular focused on this topic. It is not surprising that a large number of articles were de-
voted to security cameras considering that security cameras are becoming more rapidly
and more increasingly prevalent in the public space in areas such as the streets and
squares of Czech cities, and in schools, libraries, children’s playgrounds, town and city
halls and other state institution. Almost all main actors identified during the coding pro-
cess were supporters of CCTV cameras. Passengers of public transport and citizens,
journalists, local politicians and police officers praised the cameras for their benefits in
strengthening security, better identification of vandals and thieves and reducing crime.
The public discussion was dominated by opinions such as ‘if I’m not doing anything ille-
gal there’s no reason to be worried about monitoring’. But is this statement really true?
Are we not giving up our right to privacy too recklessly? The only ones to ask this ques-
tion were NGO employees and civil society activists, who also pointed out the lack of
legislation to protect privacy and to regulate the use of CCTV cameras. Nevertheless,
their voices were comparatively quiet and the arguments of the advocates of CCTV cam-
eras prevailed in the public discourse.

By contrast, both newspapers were the most critical of 3D body scanners. Oppo-
nents of the scanners included passengers and activists who criticised the humiliating
procedure of body scanning that reveals the intimate details of the body. Similarly,
some passengers expressed negative opinions on the scanners for ethical or religious rea-
sons. The possible health risk (the increased risk of cancer, especially if the scanner is
broken) is another important argument that has been raised by scanner opponents since
they began to be installed in 2010 as a security response to the failed terrorist attempt
on a flight from Amsterdam to Detroit. Experts and scientists were among the prominent
actors expressing criticism on the 3D scanner topic and pointing out the health risks. As
regards media coverage in the two papers, the left-leaning Prdvo published significantly
more articles on this topic than the right-leaning MF DNES. Nevertheless, both papers
presented the same negative opinions and similar arguments. There is a visible consen-
sus in the debate in Czech newspapers about the negative aspects of using 3D body
scanners. | would therefore not expect scanners to be installed in Czech airports unless
the country comes under strong international pressure to do so.

While the newspapers presented strong positive and negative opinions in their ar-
ticles on CCTV cameras and 3D body scanners, the views they published on the third se-
curity topic, the Stuxnet virus, were rather neutral. | think that this topic seems remote-
ly relevant to the Czech security context because Stuxnet has not attacked critical
Czech infrastructure. Nevertheless, Stuxnet was mentioned in recent discussions of the
Edward Snowden affair (for more information, see the Introduction). On the other hand,
the Snowden affair started after the time of our analysis so it is not so relevant for the
context. To obtain information about Stuxnet, both newspapers relied on a broad range
of international resources and the opinions of foreign and Czech cyber-security experts.
That is why articles about Stuxnet provide the most in-depth look at the issue of cyber-
espionage and viruses, in contrast to the articles on CCTV cameras, which were numer-
ous, but shorter and less factually based.
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6. Conclusions

The aim of this report was to describe the media coverage of three selected secu-
rity issues in two nationwide newspapers. To this end, we focused on information pro-
vided in the media about three security-related topics, CCTV cameras, the Stuxnet virus,
and 3D body scanners, in the two most influential left- and right-leaning papers in the
Czech Republic. This report identified the main actors (who were either proponents or
opponents of security or privacy), topics, justifications and argumentation strategies
connected with how these three security issues were covered. Another aim of this analy-
sis was to contribute to the debate about the perception of security threats and public
surveillance in the political, socio-economic and civic-liberties contexts of surveillance
and to provide feedback and information about the state of the art to decision-makers.
In Europe and in the Czech Republic, little attention has been paid to the media cover-
age of various aspects of surveillance and the security versus freedom dilemma associat-
ed with public surveillance. The SECONOMICS project - of which this report is a part -
could therefore provide internationally comparable qualitative data on this issue and,
owing to its unique methodology, also offers a framework for further analysis.

Given the agenda-setting role of the media and the still large readerships of
Czech dailies, we used two large-circulation Czech dailies as important sources of infor-
mation about Stuxnet, CCTV cameras and 3D body scanners. The study focuses on the
relatively long period of three years so that it can also follow the changing interest of
the media in and opinions of journalists on these topics over time. | analysed articles
from 1 January 2010 to 30 April 2013. The report also examined the left-right orienta-
tion of the press. The Czech media are not openly affiliated with political parties (there
is one far-left exception). Left-right political affiliations are in fact present in the Czech
media scene, but it is necessary to read between the lines. Therefore, it was interesting
to compare the similarities and differences between the articles on our three security
issues in the most popular Czech left-leaning paper Prdvo and the most influential right-
oriented newspaper MF DNES.

The main research findings of this report indicate that CCTV cameras were the
most relevant[important/prominent] issue in both papers comparing to[were a more im-
portant issue for both papers than Stuxnet] Stuxnet and 3D body scanners. The right-
leaning MF DNES was particularly interested in this issue. Nevertheless, the quality of
the articles dealing with CCTV cameras was lower than that of the articles on Stuxnet
and body scanners. The articles were shorter, relatively informative, but for the most
part did not contain expert opinions or a deeper analysis of the issue. In contrast, Stux-
net was the least interesting issue for the coded newspapers. Although both papers con-
sidered this computer virus to be a threat they paid it the least attention from our se-
lected security topics.

Nevertheless, the quality of articles was very good, what was the same as in the
case of 3D body scanners. Most of the articles were long, detailed, and descriptive. They
provided a deep analysis of the topic and expert opinion. In the articles about Stuxnet
and 3D body scanners, the journalists used international sources of information, for ex-
ample, press agencies and foreign media. The reason for this could be that these issues
were more complex and technically detailed than CCTV cameras. The reason why Czech
dailies paid the most attention to CCTV cameras could be that this is the only topic of
direct relevance to the Czech Republic; cameras have already been installed in many
Czech cities. The other two topics may seem slightly remote for Czech newspaper read-
ers. On the other hand, the cyber-espionage scandal exposed by Edward Snowden shows
that one can never be entirely sure about cyber-security.
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The dominant narrative strategy used in the articles on all three issues was defini-
tive and the tone of the evaluations was neutral. Despite this, we found striking differ-
ences between the evaluations. However, the differences in evaluations occurred be-
tween topics not between papers. CCTV cameras received overwhelmingly positive eval-
uations in both papers, whereas negative evaluations prevailed in the case of 3D body
scanners. There were almost no evaluations of Stuxnet in either of the papers. In con-
trast to CCTV cameras and body scanners, the media coverage (the number of articles
and evaluations) of Stuxnet was very similar in the right- and left-leaning papers. CCTV
cameras were in both newspapers considered to be a very useful tool for preventing, de-
tecting and solving crime. Nevertheless, Pravo was slightly more critical of CCTV than
MF DNES. The left-leaning paper pointed more to the negative aspects of surveillance.
On the topic of 3D body scanners, both papers often criticised the negative impact on
health. While on the topic of CCTV cameras, the media in the analysis considered the
loss of privacy was considered a reasonable sacrifice for security. In contrast, the news-
papers considered the increased risk of cancer posed by body scanners to be too high a
price to feel safe.

To conclude, CCTV cameras, Stuxnet and 3D body scanners are new technologies
that focus on collecting information. There are many advantages to them, but we should
not ignore their disadvantages. On one hand, they should guard us and increase our se-
curity. They are meant to help prevent terrorist attacks and to strengthen security, re-
duce crime, and even to prevent the potential deployment of atomic weapons. On the
other hand, they also introduce new potential threats to our privacy, dignity, health and
maybe even to international peace (Granick 2006, Koubsky 2013, Urban 2013). These
technologies are potentially dangerous because they are very effective, relatively
cheap, storable, easy to operate and so discrete that people do not even notice that
they are being monitored (Granick 2006).

The findings from this research raise some fundamental questions about general
security issues. Do we really have to give up or substantially reduce our fundamental
rights and freedoms as a trade-off for greater security? Is the price that we are willing to
pay for to feel safety and secure really a fair one? Before we try to answer these ques-
tions, we need to take into account that privacy and its protection are not clearly de-
fined and unchangeable terms. People s understanding of privacy is influenced by cul-
tural variables, laws, and the specific conditions and contexts of the countries they live
in (Koubsky 2013). These circumstances vary over time. Our conception of privacy will
therefore also change in the age of digital technologies. The question is what these
changes will be like. On the one hand, our society is currently facing new security
threats, such as terrorism, so a consensus on a certain degree of surveillance is neces-
sary. On the other hand, we need to recognise the negative aspects of monitoring the
public and should therefore focus on the aspects of privacy more than ever before.

Even the advanced digital-technology monitoring system cannot completely pro-
tect us from every threat. In fact, terrorists often know about these security procedures
and that is why they act unpredictably, like the 9/11 attackers or the Boston marathon
bombers in April 2013 (Urban 2013). If we accepted all security restrictions and
measures without thinking, we could move beyond the point of no return where our fun-
damental rights and freedom would be lost (Koubsky 2013). | therefore agree with Jen-
nifer Granick® that, ‘giving up privacy does not necessarily result in greater security,

¢ Jennifer Granick is the executive director of the Stanford Law School Center for Internet and Society,
and teaches the Cyber law Clinic.
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and greater security does not necessarily require a loss of privacy’ (Granick 2006).
Technologies that are able to gather information about us should be subject to strict
public oversight because there is a danger of their being misused by the authorities, the
political and economic elites and secret[intelligence] services. We should resist the
temptation to trade off our privacy, dignity and freedom for vague promises of security
and instead try to find a compromise between these two areas. Digital monitoring tech-
nologies are not our salvation, nor are they a curse; they are useful tools for preventing,
detecting and solving crime if we are able to use them in such a way that they respect
our laws and civil liberties. This report opened with the old philosophical question ‘who
watches the watchmen?’ The answer to this puzzle may be that we - as citizens - have
to guard our guards, because no one else will do it for us.
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serve well to the avmerovev§ystemy . Jana
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Cameras are in- Do Zlutych auto-
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Source: created by author.
Table no. 26: All the articles from the year 2010
January 2010 February 2010 March 2010 April 2010 May 2010 June 2010
) 3D body 7 3 2 1 0 0
PRAVO: scanner
left-leaning stuxnet 0 0 0 0 0 0
newspaper
ccTv 0 0 2 0 0 1
3D body 3 3 1 0 1 0
MF DNES: scanner
right-leaning | 4 )ypor 0 0 0 0 0 0
newspaper
ccTv 5 4 4 5 1 1
September November December
July 2010 August 2010 2010 October 2010 2010 2010
PRAVO: 3D body
left-leaning scanner 3 2 ! 0 2
newspaper stuxnet 0 0 0 3 1
ccTv 0 1 0 3 1
3D body 2 0 1 0 3
MF DNES: scanner
right-leaning | ¢4 ot 0 0 0 1 1
newspaper
ccTv 1 7 3 2 2 5
Source: created by author.
Table no. 27: All the articles from 2011
Jazrz)ulalry February 2011 March 2011 April 2011 May 2011 June 2011
, 3D body 0 1 0 0 0 0
PRAVO: scanner
left-leaning | stuxnet 4 1 0 0 0 0
newspaper
ccTv 0 0 0 2 0 1
3D body
MF'Dr’:ltES: scanner 0 0 ! 0 ! 0
I;Ie?nin-g stuxnet 2 0 0 1 0 0
newspaper | - ccry 0 1 3 4 4 2
October
July 2011 August 2011 September 2011 2011 November 2011 | December 2011
PRAVO:Ieft- 3D bOdy 1 0 0 0 2 0
leaning pa- |_scanner
per stuxnet 0 0 0 3 2 0
ccTv 0 5 3 1 2 0
3D body
MF DNES: | scanner 1 0 0 0 2 0
right-
leaning stuxnet 0 0 0 1 0 0
newspaper | - ccrty 2 2 3 0 6 6

Source: created by author
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Table no. 28: All the articles from 2012
Jazr(‘)ulazry February 2012 |  March 2012 April 2012 May 2012 June 2012
, 3D body 0 0 0 0 0 0
PRAVO: scanner
left-leaning stuxnet 1 1 0 0 2 4
newspaper
ccTv 1 1 2 1 0 2
3D bod
MF DNES: Scanne!r/ 0 1 0 0 0 0
right-
leaning stuxnet 2 0 0 0 1 1
newspaper ccTv 4 1 5 3 5 0
July October December
2012 August 2012 September 2012 2012 November 2012 2012
PRAVO:Ieft- 3D bOdy 0 0 0 0 1 0
leaning pa- scanner
per stuxnet 1 0 0 0 0 2
ccTv 0 2 0 2 1 1
3D bod
MF DNES: sca,mel,/ 0 0 0 0 0 0
right-
leaning stuxnet 3 0 1 0 0 0
newspaper cCcTv 1 4 0 1 3 2
Source: created by author
Table no. 29: All the articles from 2013
January 2013 February 2013 March 2013 April 2013
3D body scanner 1 0 0 0
PRAVO: Stuxnet 1 0 0 0
left-leaning newspaper
ccTv 2 5 3 1
3D body scanner 1 0 0 0
MF DNES:
right-leaning newspa- Stuxnet 0 0 0 0
per
ccTv 3 4 3 0

Source: created by author

65




